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Read More: 
https://labs.zenity.io/



Agentic Browsers - Are Everywhere



Intent Collision

Prompt Injections are 
ever-evolving.

We are at a new stage where 
the attacker goal is agent  to 
merge a benign user request 
with attacker-controlled 
instructions from untrusted 
web data into a single 
execution plan,



The Payload

● Hides in a 
calendar invite

● “Rewrites” the 
accept button 
with our 
instructions

● Abuse Comet 
internals (system 
reminders)



Attack No.1 - File System Exfil
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Attacker - Sends a calendar invite



Comet Navigates to Attacker Controlled site - More 
malicious instructions 😈



File:///



Comet Autonomously finds sensitive files



Comet Exfiltrates them to the attacker



Attack No.2 - 1Password Credential Leak
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Attack No.2 - 1Password Credential Leak





Attack No.2 - 1Password Credential Leak



Attack No.2 - 1Password Credential Leak



Attack No.2 - 1Password Credential Leak



Attack No.2 - 1Password Credential Leak



Attack No.2 - 1Password Credential Leak



Attack No.2 - 1Password Credential Leak



Attack No.2 - 1Password Credential Leak



Conclusion

● Agentic Browsers are untrusted entities.

● Logged in? The browser is acting under YOUR 
identity.

● Browser Security Model? Think again.



Thank you for your time!

Intrigued? Wanna see more?  
Scan the QR to read it all 
and watch the end to end 
videos!


