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There's a big discrepancy between our feeling of progress and reality for hackers. AI 
security and safety benchmarks go up. But hackers don't notice. Their partying like its 
1999. Security from AI has been going in the wrong direction, relying on soft 
boundaries like AI guardrails and safety training. We CAN make progress though. 
Reverse engineering different flagship AI agent systems reveals design choices that 
introduce hard boundaries. Ones that attacks cannot cross without a software 
vulnerability. We'll learn from these choices, and take a step back to offer a better way 
forward with defense in depth.

Abstract
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Å CTO and Co-founder @ Zenity

Å OWASP AIVSS, Citizen Dev Top 10 Co-lead

Å Frequent speaker at BlackHat, Defcon, BSides, OWASP

Å Hiring top researchers, engs, pms and ses!

Hi there

@mbrg0

https://mbgsec.com

https://mbgsec.com/
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We arenõt making real  progress.
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Benchmarks go up

OpenAI, April 2024 Microsoft, June 2024
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https://x.com/jack_w_lindsey/status/1972732219795153126
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Hackers partying like its 1999
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We arenõt making real  progress.

Benchmarks go up Hackers partying like its 1999
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AI is weird 

Non-

determinism

Opinionated with 

somebodyôs elseôs 

opinionFloors the bar for 

development

Black box

Gullible

Lies with 

confidence
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YES. BUT!
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AI GOLD RUSH

AI is weird

But

Weôre also in a 

good olô gold rush 
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Gold rush 
problems

Confusion about 

what the risk

Move fast and 

break things

Pressure to lower 

the security bar

Herd mentality

Costly mistakes

Acceptance of 

black boxes
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Security in a 

gold rush
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Security in a 

gold rush
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AI guardrails, safety training, safety classifiers, é
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Guardrails are a content 

moderation technique.
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Words from 
system 
instructions

Instructions -- 
not data

άtǊƻƳǇǘ 
ŜƴƎƛƴŜŜǊƛƴƎέ

Evasion

Social 
engineering
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Injection is the wrong term.
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LLMs are generative models.
They are doomed to 

complete.
Shackled to their context.
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Prompt injection is not a vulnerability to patch. 

Like malware ð itõs a problem for us to manage.
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https://www.anthropic.com/news/detecting-

countering-misuse-aug-2025

<>
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attackers use LLMs too.

AI Guardrails are SOFT boundaries.
¢ƘŜȅ ²hbΩ¢ ƘŜƭǇ ȅƻǳ ǇǊŜǾŜƴǘ ŀƴ ŀǘǘŀŎƪΦ
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HARD boundaries DO work.

IŀǊŘ ōƻǳƴŘŀǊƛŜǎ ƳŜŀƴ ȅƻǳ /!bΩ¢ ƎŜǘ ǘƘŜǊŜ ŦǊƻƳ ƘŜǊŜ
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Case #1: supply chain
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Universal adapter, right?

MCP gives our agent easy access to tools 

built/hosted by someone else
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Supply chain 

is hard

Ask npm
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Supply 

chain 

attacks on 

MCP
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Perfect for AGI and rug pulls!

MCP pulls tools at runtime with no 

pinning or versioning

npm uses package locks, version 

pinning, integrity checks

WE ARE NOT 

THE SAME

npm vs MCP
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A2A does the exact same thing
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MCP turns an AI Assistant to any agent

Do we really need any agent to be able to become 

any other agent?
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Hard boundaries

ÅVersion pinning for remote server

ÅRequire user approval for new tools and resources

ÅRequire new approval or updates
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Case #2: AI browsers
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Computer Use is so risky itõs still a demo

https://github.com/a

nthropics/claude-

quickstarts/tree/mai

n/computer-use-
demo
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https://x.com/Anthro

picAI/status/196041
7002469908903

But browser 

agents are just 

fine?
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<>

https://brave.co

m/blog/comet-

prompt-
injection/
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Wait, didnõt 

we solve this 

with CORS?


