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There's a big discrepancy between our feeling of progress and reality for hackers. AI 
security and safety benchmarks go up. But hackers don't notice. Their partying like its 
1999. Security from AI has been going in the wrong direction, relying on soft 
boundaries like AI guardrails and safety training. We CAN make progress though. 
Reverse engineering different flagship AI agent systems reveals design choices that 
introduce hard boundaries. Ones that attacks cannot cross without a software 
vulnerability. We'll learn from these choices, and take a step back to offer a better way 
forward with defense in depth.

Abstract
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• CTO and Co-founder @ Zenity

• OWASP AIVSS, Citizen Dev Top 10 Co-lead

• Frequent speaker at BlackHat, Defcon, BSides, OWASP

• Hiring top researchers, engs, pms and ses!

Hi there

@mbrg0

https://mbgsec.com

https://mbgsec.com/
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We aren’t making real progress.
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Benchmarks go up

OpenAI, April 2024 Microsoft, June 2024
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https://x.com/jack_w_lindsey/status/1972732219795153126
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Hackers partying like its 1999
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We aren’t making real progress.

Benchmarks go up Hackers partying like its 1999
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AI is weird 

Non-

determinism

Opinionated with 

somebody’s else’s 

opinionFloors the bar for 

development

Black box

Gullible

Lies with 

confidence
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YES. BUT!
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AI GOLD RUSH

AI is weird

But

We’re also in a 

good ol’ gold rush 



#BHUSA  @BlackHatEvents

@mbrg0
Zenity Labs
AI Agent Security Summit 2025

13AI Agent Security  Summit | Presented by 

@mbrg0

Gold rush 
problems

Confusion about 

what the risk

Move fast and 

break things

Pressure to lower 

the security bar

Herd mentality

Costly mistakes

Acceptance of 

black boxes
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Security in a 

gold rush
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Security in a 

gold rush
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AI guardrails, safety training, safety classifiers, …
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Guardrails are a content 

moderation technique.
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Words from 
system 
instructions

Instructions -- 
not data

“Prompt 
engineering”

Evasion

Social 
engineering
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Injection is the wrong term.
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LLMs are generative models.
They are doomed to 

complete.
Shackled to their context.



#BHUSA  @BlackHatEvents

@mbrg0
Zenity Labs
AI Agent Security Summit 2025

22AI Agent Security  Summit | Presented by 

@mbrg0



#BHUSA  @BlackHatEvents

@mbrg0
Zenity Labs
AI Agent Security Summit 2025

23AI Agent Security  Summit | Presented by 

@mbrg0

Prompt injection is not a vulnerability to patch. 

Like malware – it’s a problem for us to manage.
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https://www.anthropic.com/news/detecting-

countering-misuse-aug-2025

<>
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attackers use LLMs too.

AI Guardrails are SOFT boundaries.
They WON’T help you prevent an attack.
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HARD boundaries DO work.

Hard boundaries mean you CAN’T get there from here
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Case #1: supply chain
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Universal adapter, right?

MCP gives our agent easy access to tools 

built/hosted by someone else



#BHUSA  @BlackHatEvents

@mbrg0
Zenity Labs
AI Agent Security Summit 2025

32AI Agent Security  Summit | Presented by 

@mbrg0

Supply chain 

is hard

Ask npm
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Supply 

chain 

attacks on 

MCP
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Perfect for AGI and rug pulls!

MCP pulls tools at runtime with no 

pinning or versioning

npm uses package locks, version 

pinning, integrity checks

WE ARE NOT 

THE SAME

npm vs MCP
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A2A does the exact same thing
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MCP turns an AI Assistant to any agent

Do we really need any agent to be able to become 

any other agent?
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Hard boundaries

• Version pinning for remote server

• Require user approval for new tools and resources

• Require new approval or updates
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Case #2: AI browsers
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Computer Use is so risky it’s still a demo

https://github.com/a

nthropics/claude-

quickstarts/tree/mai

n/computer-use-
demo
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https://x.com/Anthro

picAI/status/196041
7002469908903

But browser 

agents are just 

fine?
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<>

https://brave.co

m/blog/comet-

prompt-
injection/
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Wait, didn’t 

we solve this 

with CORS?
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AI browsers don’t 

respect  robots.txt, 

or CORS, or …
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Hard boundaries

• Respect CORS

https://www.makeuseof.com/ai-browser-

for-privacy-brave-leo/
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Case #3: cool designs
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Memory is persistence for attacks

https://embracether

ed.com/blog/posts/

2024/chatgpt-

macos-app-

persistent-data-
exfiltration/
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https://www.mbgse

c.com/posts/2025-

08-08-enterprise-ai-

compromise-0click-

exploit-methods-
sneak-peek/

0click 

atk on 

ChatGPT
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Memory tool – bio

The bio tool provides persistent 

memory 
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Memory tool – bio

The bio tool provides persistent 

memory 
We want to use it to compromise future 

sessions
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Testing 
memories

Session with data in context
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Ask for memorization 

directly

Testing bio 
infection
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“I can’t” ????

Testing bio 
infection
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Testing bio 
infection

Bio tool has 

been 

disabled???
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Testing bio 
infection

Once untrusted 
data enters the 

chat the bio tool is 

silently turned-off.
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Hard boundaries

• When untrusted data enters the context → shut down 

memory
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msearch built-in defense

Prefix 

untrusted 

context with 

line 

numbering
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Hard boundaries

• Prefix untrusted context with line numbering to harden 

against line jumps
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15 Ways to Break 

Your Copilot

BHUSA 2024
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A human must specify a site

AI can’t 
dynamically 
choose which 
site to access
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Hard boundaries

• Don’t let AI dynamically choose a variable that can change 

environment/tenant scope
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Living off Microsoft 

Copilot

BHUSA 2024
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Copilot no 
longer sees an 
external 
message 
before it’s 
explicitly 
accepted by a 
user
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Invitation Is All You Need

BHUSA 2025
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Hard boundaries

• Don’t allow any form of external messages to enter the RAG 

system without explicit human approval
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Invitation Is All You Need

BHUSA 2025
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Hard boundaries

• No tool chaining: tool output can’t invoke another tool
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15 Ways to Break 

Your Copilot

BHUSA 2024
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Autonomous agents can’t operate on-

behalf of users 
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Or can they?
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<pic>

Autonomous agents can run on-behalf of the caller 
ID from the Incident table
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Hard boundaries

• Allow autonomous agents to run on-behalf of the request 

invoker, even if explicit
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Let’s do an easy one
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Image rendering
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Hard boundaries

• Don’t render arbitrary images

• Don’t try to allow-list your way around image rendering 

blockers
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https://x.com/cramforce/status/1954192748208066772

https://github.com/vercel-labs/markdown-

sanitizers/tree/main/markdown-to-markdown-sanitizer
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Case #4: 
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Question: does your agent need to write 

and execute software* at runtime?

*Weird software written in 

xml / json but still software
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A ReAct loop IS writing and executing 

software at runtime
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Do we really need to re-generate the 

same automations again and again?

*Sorry to AI providers in the room don’t 

worry we’ll keep on spending tokens
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Back in Aug 

2024, we knew 

very little Living off Microsoft 

Copilot

BHUSA 2024
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We now know some things
• MCP: Version pinning for remote server

• MCP: Require user approval for new tools and resources

• MCP: Require new approval or updates

• AI browsers should respect CORS

• When untrusted data enters the context → shut down memory tool

• Prefix untrusted context with line numbering to harden against line jumps

• Don’t let AI dynamically choose a variable that can change environment/tenant scope

• Don’t allow any form of external messages to enter the RAG system without explicit 

human approval

• No tool chaining: tool output can’t invoke another tool

• Don’t render arbitrary images

• Don’t try to allow-list your way around image rendering blockers

• Allow autonomous agents to run on-behalf of the request invoker, even if explicit
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We are two types of problems

AI is weird security problems

• Gullible

• Lies with confidence

• Non-determinism

• Black box

• Floors the bar for development

• Opinionated with somebody’s else’s 

opinion

AI is a gold rush security problems

• Costly mistakes

• Confusion about what the risk

• Acceptance of black boxes

• Herd mentality

• Pressure to lower the security bar

• Move fast and break things
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IBM 1979

https://x.com/MIT_CS

AIL/status/160488427

3789603842
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AI is going to make business 

decisions on our behalf

Decisions mean risk

We need trustworthy AI

Get involved in the OWASP Agent Observability Standard 

https://aos.owasp.org; aos@zenity.io
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Thank you!
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