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55K devs
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90K copilots & agents
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500K apps
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1.1M automations
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10M creds
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~2M assets
10M creds
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Can we apply AppSec at the scale of 
citizen development?
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1. WHY so many devs/apps/ai agents/creds/vulns?

2. WHY are these important?

3. HOW to fail at AppSec

4. HOW we made it work

5. Takeaways

Agenda
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WHY so many devs /apps/
ai agents/creds?
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Building has 
never been 
easier

@mbrg0
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Everyone 
is a developer
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COVID health check app
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Your business is already there, 
itôs time for security to keep up

@mbrg0
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ά²Ŝ ŀǊŜ ƎƻƛƴƎ ǘƻ ƘŀǾŜ рлл Ƴƛƭƭƛƻƴ ŀǇǇƭƛŎŀǘƛƻƴǎ 
that are going to get created, new, by 2023. Just 
to put that in perspective, that's more than all of 
the applications that were created in the last 40 
ȅŜŀǊǎΦέ

Satya Nadella, Microsoft Ignite 2019
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LCNC Ą άрллa ŀǇǇǎ ōȅ нлноέ

@mbrg0

in/ryanmcdonald
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LCNC Ą άрллa ŀǇǇǎ ōȅ нлноέ

Enters GenAI.

@mbrg0

in/ryanmcdonald
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LCNC Ą άрллa ŀǇǇǎ ōȅ нлноέ

Enters GenAI. ~280% growth

@mbrg0

in/ryanmcdonald
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ά¢ƘŜ ǘǊŀŘƛǘƛƻƴŀƭ {ŀŀ{ ƳƻŘŜƭ ƛǎ ƻƴ ǘƘŜ ōǊƛƴƪ ƻŦ ŀ 
significant transformation, driven by the rise of 
AI agents. Microsoft now has 70,000 customers 
worldwide that are already using Copilot 
{ǘǳŘƛƻΦέ

Satya Nadella, Q2 2025 Earnings Call
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20 
sales & marketing 

professionals

3 
minutes 
to build an agent from 

scratch

30 
minutes 

to give it autonomy 
(connecting to 

knowledge, actions, etc.)
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Have I got your attention now?
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WHY are these important?

@mbrg0
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Story #1 ï Community website
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Story #2 ï AskHR Copilot
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AskHR Copilot
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AskHR Copilot

@mbrg0

in/ryanmcdonald



#RSAC



#RSAC

@mbrg0

in/ryanmcdonald



#RSAC

@mbrg0

in/ryanmcdonald



#RSAC

AskHR Copilot
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AskHR Copilot
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AskHR Copilot - findings

ÅSensitive data publicly accessible (Data Leakage)

Business data

Public access

@mbrg0
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Story #3 ï Complaint Rerouting Agent
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attacker@test.com


