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You must 
wonder 
why Iõve 
gathered 
you here 

today

Slides, source 
codeĄ 
labs.zenity.io
/p/rsac-2025
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Weõve known the solution to 
this problem 45 years ago
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<1979>

THATõS A GAME 

CHANGER!

AI SHOULD RUN OUR BUSINESS! 

A COMPUTER MUST NEVER 

MAKE A MGMT DECISION

WEõLL BE 

UNSTOPPABLE!
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Hiring senior security pros

Hi there   
CTO and Co-founder

@

Zenity

Project Lead OWASP LCNC Top 10

Columnist Dark Reading

4th time RSAC

@mbrg0

mbgsec.com

https://x.com/mbrg0?lang=en
http://mbgsec.com/
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in/lozovoydmitry

@inbarraz @tamirishaysh

@avishai_efrat

@GalMalka6

@lana__salameh

labs.zenity.io/p/hsc24

http://labs.zenity.io/p/hsc24
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And what are we scared of?
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FOMO
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Data leakage
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Data leakage
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And what is the common 
immediate response?
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If only we could 

Prevent employees 
from using ChatGPT

Prevent Copilot from 
sharing sensitive data 

with employees
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Youõve already 
purchased it, 
didnõt you?
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Itõs low risk

* Incl the entire executive team
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Data 
leakage to 
our own 
employees

RAG poisoning

Plugins

AI gone mad

New attack vector
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Meanwhile..
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2025 | CONFIDENTIAL UNDER NDA

@wunderwuzzi23
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We need 3 things

1.A way in
2.A jailbreak (control instructions)
3.A way out / A way to cause impact

Ý¢ƻƎŜǘƘŜǊΣ ǘƘŀǘΩǎ ŀƴ RCE
    (Remote Code Execution)
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We need 3 things

1.A way in
2.A jailbreak (control instructions)
3.A way out / A way to cause impact

Ý¢ƻƎŜǘƘŜǊΣ ǘƘŀǘΩǎ ŀƴ ϤRCE
    (Remote Code Copilot Execution)
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Jailbreak == RCE

Once AI can act on your behalf with copilots or plugins:
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We need 3 things

1.A way in
2.A jailbreak (control instructions)
3.A way out / to impact
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Copilot Threat Model

Multi- modal

User

Knowledge

SaaS

Actions

Channels

Bing Dynamics Teams

Zenity | Confidential under NDA

Custom  
web

Mobile 
app

Copilot Platform

Copilots

Assistants

Skype

Telegram

Slack

Low-Code / No -CodeCloud Code


