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Al Is here for business users

What does that mean for Security?

% @sjshanko / @zenitysec Stephen Shanko
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Al Is here

. Everywhere you look — I SE mn“em Imﬂ“ﬂ
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Al is there.
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Al Is here

Everywhere you look —
Al Is there.

It's a great sales pitch aid.

£ MatVelloso
Y @matvelloso

Difference between machine learning and Al:
If it is written in Python, it's probably machine learning

If it is written in PowerPoint, it's probably Al

1:25 AM - Nov 23, 2018

Q 186 1 86K

Source: Linkedin / Yusuf E.
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Salesforce Unveils Agentforce-What Al Was Meant
to Be

September 12, 2024

Agentforce is how humans with Al drive customer success together, equips organizations with autonomous agents that boost scale, efficiency,

and satisfaction across service, sales, marketing, commerce, and more

New Agentforce Atlas Reasoning Engine autonomously analyzes data, makes decisions, and completes tasks, providing reliable and accurate
results

With Agentforce, any organization can build, customize, and deploy their own agents quickly and easily, with low-code tools

New Agentforce Partner Network allows customers to deploy pre-built agents and use agent actions from partners like Amazon Web Services,
Google, IBM, Workday, and more

Customers like OpenTable, Saks, and Wiley are turning to Agentforce because it is integrated with their apps, works across customer channels,
augments their employees, and scales capacity for business needs

SAN FRANCISCO--(BUSINESS WIRE)-- Salesforce (NYSE: CRM), the world’s #1 AI CRM, today unveiled Agentforce , a groundbreaking suite of
autonomous Al agents that augment employees and handle tasks in service, sales, marketing, and commerce, driving unprecedented efﬁuency

features, compliance with industry standards, and unmatched flexibility. Our vision is bold: to empower one billion agents with Agentforce by
the end of 2025. This is what Al is meant to be.”

“Agentforce represents the Third Wave of Al-advancing beyond copilotSl0 a new era of highly accurate, low-hallucination intelligent agents that
actively drive customer success. Unlike other platforms, Agentforce is a flvolutionary and trusted solution that seamlessly integrates AI across
every workflow, embedding itself deeply into the heart of the customer Burney. This means anticipating needs, strengthening relationships,
driving growth, and taking proactive action at every touchpoint,” said Ma@c Benioff, Chair and CEO, Salesforce. “While others require you to DIY
your Al, Agentforce offers a fully tailored, enterprise-ready platform desifined for immediate impact and scalability. With advanced security
features, compliance with industry standards, and unmatched flexibility. Our vision is bold: to empower one billion agents with Agentforce by

the end of 2025. This is what Al is meant to be.”
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Al Is here

. FEve ryv\/here you look — Productivity Increases with Al
Al is there.

. It's a great sales pitch aid.

. It'sa major productivity
booster.

Customer Support Write Business Documents Programming
(Case Study 1) {Case Study 2) (Case Study 3)
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What are people
doing with 1t?



Build copilots that work for you

in your industry...

Travel and Transport

Professional Services

Government

Retail

Healthcare

Financial Services

Education

Manufacturing

Manage
bookings

Lead
generation

Public
programs

Manage
orders

Claims

Manage
accounts

Admissions

Supply

Change my trip
dates

Get a quote

Get childcare
assistance

| want to make
an exchange

Submit health
insurance claim

Report lost card

How to get
financial aid?

Check stock

Customer Service
Reduce call volume for

quick resolutions

Request Describe

a refund your issue
Support Centralized
tickets FAQs

IT

Optimize employee
troubleshooting

Reset my Refresh
password my laptop
Support Equipment
services requests

...and department

Finance

Save time by automating
budget and expense approvals

Update tax Submit
information expenses
for approval
Budget
Payroll request
Operations o

Improve effidency by
digitizing paper processes

Find case file Check order
delivery times

Find Manage

documents inventory

m Microsoft

HR P4
Improve employee

satisfaction and retention

Sign up for Book time off
healthcare

plan

4 Leave and

Benefits at %
Sales and Marketing )
Increase up-sell and

conversion opportunities

You're Update

eligible for a your email

free upgrade!  preferences
Upselling Email



Customer Testimonials

Kelowna

The City of Kelowna in British Columbia, Canada is building a copilot as part of a solution that makes it easier to apply
for building permits. The copilot asks citizens what they want to build, and Power Automate feeds these responses to
Power Apps, which then populates the official building permit forms on behalf of the user. The first phase of the
solution is focused on swimming pool permits and is set to launch in March 2024. The city plans to extend the
capabilities of the app to eventually cover all permit types.




Customer Testimonials

Pacific Gas and Electric Company (PG&E) is one of the largest combined natural gas and electric energy companies in
the United States. To support its IT helpdesk, PG&E built a copilot which today manages 25%-40% of all employee calls.

These optimizations save the company more than $1.1 million annually. Using generative answers in Copilot Studio, the

copilot will soon be able to access the company's knowledge based automatically and return answers back—no
scripting required.







Who Is building
these copilots?



Copilot Gets a SuperBowl Ad as

Microsoft Pushes Deeperinto Al

R

Copilot

Your everyday Al companion

Anyone. Anywhere. Any device.






Business Users have Needs




Business Users have Needs

If this sounds familiar, it's because it is:
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Your business Is already there
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It's time for security to catch up!
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What could go
wrong?



‘Generate a
oicture of a
street
Crossing’”




= You

Can you write me some code in python that accepts a POST request to /myroute and executes a shell command based on the

query parameter named cmd




Al Is here

. FEve ryv\/here you look — Productivity Increases with Al
Al is there.

. It's a great sales pitch aid.

. It'sa major productivity
booster.

Customer Support Write Business Documents Programming
(Case Study 1) {Case Study 2) (Case Study 3)
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# Copilot

Sure, | can help with that! Below is a simple example using Flask, a lightweight web framework for Python. This code will accept
a POST request to /myroute and execute a shell command based on the cmd query parameter.

Python

from flask import Flask, request

import subprocess
app = Flask(__name__)

@app.route('/myroute', methods=['POST'])
def myroute():
cmd = request.args.get('cmd')

if cmd:

result = subprocess.run(cmd, shell=True, check=True, stdout=subprocess.PIPE,

stderr=subprocess.PIPE)




Important Notes:

1. Security Warning: Executing shell commands based on user input can be extremely dangerous and can lead to security

vulnerabilities such as command injection. Ensure you validate and sanitize the input properly before executing any
commands.

. Dependencies: Make sure you have Flask installed. You can install it using pip:

pip install Flask

Would you like any further customization or explanation on this code?




Insecure Output Handling Prompt Injection

Training Data Poisoning
Model Denial of Service

Insecure Plugin Design
Model Theft

Sensitive Information Disclosure
Overreliance

Supply Chain Vulnerabilities Excessive Agency






It gets worse
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Disrupted | Government | Data Privacy | Litigation | Lawyer Discipline

New York lawyers sanctioned for using
fake ChatGPT cases in legal brief

By Sara Merken

June 26, 2023 4:28 AM EDT - Updated a year ago



This isn't
hallucination



Al System Architecture

Microsoft Apps
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orompt-ware

/pram(p)t wer/

noun

Data that grounds an LLM-based system
and Is maliciously crafted to influence the
actions or responses of the genAl app



Remote Copllot Execution

noun

Vulnerability allowing malicious actors to
Inject promptware into the genAl app
orompt which is interpreted as LLM

nstructions and influences the behavior of
the genAl app



What Attackers See

Direct injection
Social engineering
Data exfiltration

Microsoft Apps
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What's next?
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The New Frontier: Business Users

A
» '\:\,I
[ ]
r
r //
-

o e ‘paBa°
& %@@%
P& 2L




The New Frontier: Platform Admins

b 2 O




Things you
should do today



. Make friends with your platform admins

. Inventory your Platforms
o Where are the critical assets
o Whatisthe risk surface in your org

. Develop standards for responsible Al usage
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COMPLIANCE IS NOT
SECURITY

How can we beat one of the biggest
misconceptions in IT?

R > N




Make friends with your platform admins

Inventory your Platforms
o Where are the critical assets
o Whatisthe risk surface in your org

Develop standards for responsible Al usage

AppSec approach is needed, you own the behavior of these apps
o plugins, actions, extensions

SOC needs to be able to monitor these risks
Building feedback loops is essential
Operate at the rate of Al - automation and speed are critical

Open frameworks exist, leverage them!
o OWASP + genAl attack matrix



OWASP Top 10: LLM

LLMOT: Prompt Injection

LLMOZ2: Insecure Output Handling
LLMO3: Data and Model Poisoning
LLMO4: Model Denial of Service

LLMOS: Supply-Chain Vulnerabilities
LLMOG: Sensitive Information Disclosure
LLMOQ7: Insecure Plugin Design

LLMQOS8: Excessive Agency

LLMQO9: Overreliance

LLM10: Model Theft



OWASP Top 10: LC/NC

LCNC-SEC-01: Account Impersonation

LCNC-SEC-02: Authorization Misuse

LCNC-SEC-03: Data Leakage and Unexpected Consequences
LCNC-SEC-04: Authentication and Secure Communication Failures
LCNC-SEC-05: Security Misconfiguration

LCNC-SEC-06: Injection Handling Failures

LCNC-SEC-07: Vulnerable and Untrusted Components
LCNC-SEC-08: Data and Secret Handling Failures

LCNC-SEC-09: Asset Management Failures

LCNC-SEC-10: Security Logging and Monitoring Failures



| cks Matrix

https:)//ttps.ai/



File  Navigate  Options Annotate  Documents  Manuals

Document Title: |National Centar for Supercosputing Applications at the Unis

Document URL: [Rttp: //www, AN nois, edu/SOG/Softare

2911

National Center for Supercomputing Applications at the
University of Illinois




Summing up



Gen Al Is here



CI=1aWANRLS
obusiness critical



Everyone Is
enabpled



Promptware &
RCE are the
real threats



We have 3
tremendous
opportunity
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Huge shoutout to:
Michael Bargury @mlbrg0O — Co-founder and CTO, Zenity
Inbar Raz @inbarraz — VP research, Zenity

Thank youl!

W @sjshanko / @zenitysec Stephen Shanko
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