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What does that mean for Security?

AI is here for business users 

@sjshanko / @zenitysec Stephen Shanko
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About Steve
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AI is here
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AI Generative AI
is here
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AI is here

• Everywhere you look –
AI is there.

Source:  LinkedIn / Yusuf E.

https://www.linkedin.com/in/yusuferdogan/?lipi=urn%3Ali%3Apage%3Ad_flagship3_pulse_read%3BS6hq5%2BgoSMmYAdUjZ%2BZ%2FLQ%3D%3D
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AI is here

• Everywhere you look –
AI is there.

• It’s a great sales pitch aid.

Source:  LinkedIn / Yusuf E.

https://www.linkedin.com/in/yusuferdogan/?lipi=urn%3Ali%3Apage%3Ad_flagship3_pulse_read%3BS6hq5%2BgoSMmYAdUjZ%2BZ%2FLQ%3D%3D
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AI is here

• Everywhere you look –
AI is there.

• It’s a great sales pitch aid.

• It’s a major productivity
booster.

Source:
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What are people 
doing with it?
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Customer Testimonials
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Customer Testimonials
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Who is building 
these copilots?
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Business Users have Needs
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Business Users have Needs

If this sounds familiar, it’s because it is:

Tech evolution
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Your business is already there

It’s time for security to catch up!
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What could go 
wrong?
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“Generate a 
picture of a 
street 
crossing”
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AI is here

• Everywhere you look –
AI is there.

• It’s a great sales pitch aid.

• It’s a major productivity
booster.

Source:
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Prompt Injection
Insecure Output Handling

Excessive Agency

Model Theft
Insecure Plugin Design

Overreliance

Model Denial of Service

Training Data Poisoning

Sensitive Information Disclosure

Supply Chain Vulnerabilities
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It gets worse
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This isn't 
hallucination
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AI System 
Architecture

AI System Architecture
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prompt·ware
/präm(p)tˌwer/

noun

Data that grounds an LLM-based system 
and is maliciously crafted to influence the 
actions or responses of the genAI app
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Remote Copilot Execution
noun

Vulnerability allowing malicious actors to 
inject promptware into the genAI app 
prompt which is interpreted as LLM 
instructions and influences the behavior of 
the genAI app
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What Attackers See
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What's next?
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AI is the new frontier
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The New Frontier:The New Frontier: Business Users
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The New Frontier:The New Frontier: Platform Admins
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Things you 
should do today
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• Make friends with your platform admins
• Inventory your Platforms

o Where are the critical assets
o What is the risk surface in your org

• Develop standards for responsible AI usage
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• Make friends with your platform admins
• Inventory your Platforms

o Where are the critical assets
o What is the risk surface in your org

• Develop standards for responsible AI usage
• AppSec approach is needed, you own the behavior of these apps

o plugins, actions, extensions

• SOC needs to be able to monitor these risks
• Building feedback loops is essential

• Operate at the rate of AI - automation and speed are critical

• Open frameworks exist, leverage them!
o OWASP + genAI attack matrix



79

OWASP Top 10: LLM

1. LLM01: Prompt Injection
2. LLM02: Insecure Output Handling
3. LLM03: Data and Model Poisoning
4. LLM04: Model Denial of Service
5. LLM05: Supply-Chain Vulnerabilities
6. LLM06: Sensitive Information Disclosure
7. LLM07: Insecure Plugin Design
8. LLM08: Excessive Agency
9. LLM09: Overreliance
10. LLM10: Model Theft
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OWASP Top 10: LC/NC

1. LCNC-SEC-01: Account Impersonation
2. LCNC-SEC-02: Authorization Misuse
3. LCNC-SEC-03: Data Leakage and Unexpected Consequences
4. LCNC-SEC-04: Authentication and Secure Communication Failures
5. LCNC-SEC-05: Security Misconfiguration
6. LCNC-SEC-06: Injection Handling Failures
7. LCNC-SEC-07: Vulnerable and Untrusted Components
8. LCNC-SEC-08: Data and Secret Handling Failures
9. LCNC-SEC-09: Asset Management Failures
10. LCNC-SEC-10: Security Logging and Monitoring Failures



82

https://ttps.ai/
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Summing up
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Gen AI is here
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Gen AI is 
business critical
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Everyone is 
enabled



88

Promptware & 
RCE are the 
real threats
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We have a 
tremendous 
opportunity
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Thank you!

@sjshanko / @zenitysec

Huge shoutout to:
Michael Bargury @mbrg0 – Co-founder and CTO, Zenity
Inbar Raz @inbarraz – VP research, Zenity

Stephen Shanko
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