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We need 3 things

1.A way in
2.A jailbreak (control instructions)
3.A way out / A way to cause impact

Together, that’s an RCE
(Remote Code Execution)
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2.A jailbreak (control instructions)
3.A way out / A way to cause impact

Together, that’s an ~RCE
(Remote Code Copilot Execution)
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Jailbreak == RCE

Once AI can act on your behalf with copilots or plugins:
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Generative AI threats – Copilot
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Teams allows you to send messages to people in other tenants!
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All You Need Is Guest

Michael Bargury @mbrg0

Zenity
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labs.zenity.io/p/
copilot-reads-
email-teams-
messages
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Copilot sees those messages anyway AND 
doesn’t distinguish external from internal
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Real Kris Smith

Fake Kris Smith

Copilot sees those messages anyway AND 
doesn’t distinguish external from internal
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You can 
also just 
send an 
email

Inside AI Security 
@markrussinovich
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We need 3 things

1.A way in
2.A jailbreak (control instructions)
3.A way out / to impact
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Danger meters:

100%
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https://www.micro
soft.com/en-
us/security/blog/2
024/04/11/how-
microsoft-
discovers-and-
mitigates-evolving-
attacks-against-ai-
guardrails/
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https://simonwillison.net/2022/Sep/17/prompt-injection-more-ai/

“You can’t solve AI security 
problems with more AI”

Simon Willison, 2022
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We need 3 things

1.A way in
2.A jailbreak (control instructions)
3.A way out / to impact
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Copilot output

Search 
results

Plugins 
and agents

Way out / way to impact
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