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Speaker(s): Michael Bargury @mbrg0
Co-founder and CTO, Zenity

Source code, technical 
writeup and more →
labs.zenity.io/p/hsc24
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You must 
wonder 
why I’ve 
gathered 
you here 

today

Slides, source 
code→
labs.zenity.io
/p/hsc24
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We’ve known the solution to 
this problem 45 years ago
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<1979>
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THAT’S A GAME 

CHANGER!

AI SHOULD RUN OUR BUSINESS! 

A COMPUTER MUST NEVER 

MAKE A MGMT DECISION

WE’LL BE 

UNSTOPPABLE!
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Recalled
“I get by with 
a little help 

from my 
friends”
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Hiring senior security pros

Hi there 

mbgsec.com

@mbrg0

CTO and Co-founder

@

Zenity

Project lead OWASP LCNC Top 10

Columnist Dark Reading

4th time BlackHat

https://www.mbgsec.com/
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in/lozovoydmitry @avishai_efrat @lana__salameh

@inbarraz @tamirishaysh @GalMalka6

labs.zenity.io
/p/hsc24
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Danger meters:

20% 50% 20%
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And what are we scared of?
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FOMO
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Data leakage
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Data leakage
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And what is the common 
immediate response?
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If only we could 

Prevent employees 
from using ChatGPT

Prevent Copilot from 
sharing sensitive data 

with employees



#BHUSA @BlackHatEvents

@mbrg0

#BHUSA

Meanwhile..
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Danger meters:

70% 50% 70%
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Michael
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1
Block direct file 
uploads

Defense 
counter
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https://www.blackhat.com/us-
24/briefings/schedule/#-ways-to-
break-your-copilot-39770
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TA0043 Reconnaissance
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2
Deflect bad 
questions
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Copilot knows: your name, role, your manager and their role
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whoami++

github.com/
mbrg/
power-pwn
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EVERYONE 
GETS 

COPILOT!

Ava
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“Tens of thousands of employees at 
customers … including 40% of the Fortune 100 
– are using Copilot as part of our early access 
program.”

Satya Nadella



#BHUSA @BlackHatEvents

@mbrg0

#BHUSA

Inside AI Security
Mark Russinovich
Build 2024
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But still…
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Who do all these Copilot 
users work you?
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YOUFavorite

Share

Embed

151,591,655 Views



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

@mbrg0

#BHUSA

You’ve already 
purchased it, 
didn’t you?

Daniel
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Teams

OneDrive SharePoint

Calendar

Microsoft 

Graph

Outlook

Bing web 

search
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It’s low risk

* Incl the entire executive team
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No! 
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Data 
leakage to 
our own 
employees

RAG poisoning

Plugins

AI gone mad

New attack vector
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Danger meters:

100% 100%



#BHUSA @BlackHatEvents

@mbrg0

#BHUSA

TA0009 Collection
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3
Terminate 
conversation
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4
Sensitivity label 
inheritance
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4
Sensitivity label 
inheritance
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1. Not 
everything is 
labeled..

2. Teams 
messages are 
never labeled
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@tamirishaysh
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Now where 
talking
Keep it going
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TA0002 Execution
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https://embraceth
ered.com/
@wunderwuzzi23
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5
Internet access 
limited to Bing
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TA0002 
Execution
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TA0010 Exfiltration
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https://embraceth
ered.com/
@wunderwuzzi23
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6
No URLs or 
images
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TA0010
Exfiltration
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Halftime 
score

Success:
• whoami

• Compromised 
account -> DLP bypass

Failure:
• Initial access
• Data exfil
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Copilot lives within your tenant. 
The outside door is closed.

Photo: Channel 4
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But inside 
it’s a free-

for-all
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PHISHING IS DEAD, 
LONG LIVE SPEARPHISING!

TA0008 Lateral Movement
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@lana__salameh
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GITHUB.COM/MBRG/POWER-PWN

LOL 
Copilot 
module
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Final 
score

Success:
• whoami
• Compromised 

account -> DLP bypass
• Automated 

spearphishing

Failure:
• Initial access
• Data exfil
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git gud!
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CHALLENGE ACCEPTED




