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Living off Microsoft Copilot
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We’ve known the solution to
this problem 45 years ago
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1979 Women's Clothing

with Ada.Text_I0; use Ada.Text_IO;

1
2
3 package body Sort is
5 function Bubble (L : in out List) ret
5 begin
6 for I in L'Range loop outer 1t
. . 7 declare
& 8 J : Integer := 8;
9 begin
18 loop inner loop
11 exit when J >= L'Lent
12 iF L (J) > L (J+1)
> . 13 suwap
14 declare
D v 15 X : Integer :
16 Y : Integer :
17 begin
. i 18 L (d) == ¥;
19 L(J+ 1) :=
- gi 28 end;
21 21 end if;
. 5 22 d:=d+1;
: 8 23 end loop;
2y end;
3 . 25 end loop;
: | S > i §%- 26 return L; A
& ’ ) 4 et - 27 end Bubblef] ! /
: 28
29 procedure Print_List (L : in List) ic
30 begin
31 for I in L'Range loop

Put (Integer'Image (L (I}));
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A COMPUTER

CAN NEVER BE HELD ACCOUNTABLE

THEREFORE A COMPUTER MUST NEVER

MAKE A MANAGEMENT DECISION

@bumblebike



THAT'S A GAME ,
‘GIIA\NGEII!- (WE'LLBERR ACOMPUTER MUST NEVER

1
IlN%TIII’PABlE. MAKE A MGMT IlFISIIIN'

" £
<4 oAty
f :.’“{Vf,ﬁ' b, |
LA L

ﬂ l_‘f':"-. / :f,

w

©
0

Py
'{ b
b

@mbrg0
#BHUSA







Google

Google Search I'm Feeling Lucky

@mbrg0
#BHUSA






Application Security Verification Standard 4.0.3

Final

October 2021
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Microsoft's Al Red Team journey

¢ 2002 Trustworthy computing

® 2004 Software development cycle (SDL) published

® 2014 Red teaming for cloud infrastructure and services

I 2018 Dedicated Al Red Team

2019 Al/Machine learning (ML) SDL
Taxonomy of Al failure modes

® 2020 Microsoft and MITRE lay groundwork for MITRE ATLAS via
Adversarial ML Threat Matrix

¢ 2021 Counterfit tool open sourced
Best practices for Al security risk management

¢ 2022 Al threat modeling guidance

¢ 2023 Governing Al Blueprint

Content filtering

Introduction to red teaming large language models (LLMs)
Introduction to prompt engineering

Our commitment to advance safe, secure and trustworthy Al
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tool drop time! powerpwn is an offensive/defensive security toolset for
Microsoft 365 focused on Power Platform
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give it a guest account to get full dumps of sql/azure data you shouldn't emneT
have access to All You Need Is Guest

Michael Bargury @mbrg0
Zenity

but wait, there's more
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S
command
dump Recon for available data connections and dump their content. g
gui Show collected resources and data via GUI. Y
backdoor Install a backdoor on the target tenant :
nocodemalware Repurpose trusted execs, service accounts and cloud services to power a malware OWASP hOWiCOde/NO-COde Top 10 (LCNC) = el
phishing Deploy a trustworthy phishing app. - Michael Bargury J ﬁ\
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Sure, Let Business Users Build No Code Malware: $oe s il
= Windows 11 At Your Service. 5 ~ loa )l A BRlepise DRl DI AN CONE A0 Fas
Their Own. What Could Go Wrong?
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Hi there §

CTO and Co-founder Zenity

Project lead @ OWASP LCNC Top 10
Columnist Dark Reading

4t time BlackHat

Hiring senior security pros

X @mbrg0
mbgsec.com

#BHUSA @BlackHatEvents
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Danger meters:

P 50% pA






And what are we scared of?
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Data leakage
Bloomberg

® Live TV Markets v Economics Industries Tech Politics Businessweek Opinion More Vv

Jechnology Samsung Bans Staff’s Al Use After
Spotting ChatGPT Data Leak

® Employees accidentally leaked sensitive data via ChatGPT
® Company preparing own internal artificial intelligence tools

O Y in (X (e By Mark Gurman

May 2, 2023 at 3:48 AM GMT+3
3% Gift this article Updated on May 2, 2023 at 8:54 AM GMT+3






































































































































































































