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15 Ways to Break 
Your Copilot
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Michael Bargury @mbrg0
Co-founder and CTO, Zenity

Source code, technical writeup and 
more Ą labs.zenity.io/p/hsc24
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EVERYONE 
GETS A 

COPILOT!
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MS Build 2024



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

@mbrg0

#BHUSA



#BHUSA @BlackHatEvents

@mbrg0

#BHUSA

Recalled
òI get by with 
a little help 

from my 
friendsó
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Hiring senior security pros

Hi there 

mbgsec.com

@mbrg0

CTO and Co -founder

@

Zenity

Project lead OWASP LCNC Top 10

Columnist Dark Reading

3 rd time BlackHat

https://www.mbgsec.com/
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in/ lozovoydmitry @avishai_efrat @lana __salameh

@inbarraz @tamirishaysh @GalMalka6

labs.zenity.io
/p/hsc24
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Creating a Copilot

@mbrg0
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Letõs meet Jack

ÅJack is a CISO at a Fortune-500 enterprise.

ÅThis is Jackôs first day on the job.

ÅJack has a battle-proven check-list for enterprise security.

ÅJack follows industry best practice.
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Industry best practice:

New attack vectors may include:

ÅNo code AI apps

ÅCitizen Development

ÅOpen Source dependencies

ÅBYOD

ÅThe Cloud

Given <new attack vector>
Do Ignore()
Until <major breach>
Then Panic()



#BHUSA @BlackHatEvents

Letõs meet Jill

ÅJill is working in the HR department.

ÅJill does a lot of manual and repetitive work.

ÅJill has to deal with many different employees asking the same 

questions.

ÅJill heard about Microsoft Copilot and got really excited!
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Letõs meet Jill

ÅJill is working in the Finance department.

ÅJill does a lot of manual and repetitive work.

ÅJill has to deal with many different employees asking the same 

questions.

ÅJill heard about Microsoft Copilot and got really excited!

ÅLetôs follow Jill on her copilot journey!
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Letõs create an Ask HR Copilot
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0

Jill

Badness 
counter
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ÅA standard new copilot can already include 16 (!) topics.
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