‘ \\ Source code, technical witeup
blgkhat ~ moreA labs.zenity.itqp/hs€24
USA 202 Michael Bargury
AUGUST 7-8, 2024 15 ays pllot
15 Ways to Break
Your Copilot

Michael Bargury @mbrgO
Cofounder and CTO, Zenity






7\:9 Sales Copilot

Copilot <

Draft with Copilot ©®

> O O

Copilot in Teams Copilot in Outlook Copilot in Word

Reply to an inquiry

Hey Alberto,
We just wanted to reach out a
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Copilot in PowerPoint Copilot in Excel Copilot in OneNote Copilot in Loop
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EVERYONE
GETS A
COPILOT!
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Your copilot, your way

Design intelligent, actionable, and connected Al assistants for employees and customers with Copilot Studio.
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Secure Future Initiative
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tool drop time! powerpwn is an offensive/defensive security toolset for )
Microsoft 365 focused on Power Platform
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give it a guest account to get full dumps of sql/azure data you shouldn't S —
All You Need Is Guest
have access to oaTeed’s

Michael Bargury @mbrg0
Zenity

but wait, there's more
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#BHUSA @BlackHatEvents @defcon615 ) RppSec

i
OWASP LCNC Top 10
ohh the times, they are a-changin’
command
dump Recon for available data connections and dump their content. g
gui Show collected resources and data via GUI.
backdoor Install a backdoor on the target tenant
nocodemalware Repurpose trusted execs, service accounts and cloud services to power a malware OWASI., kowiCOde/No'COde Top 10 (LCNC) o=
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Their Own. What Could Go Wrong?
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Creating a Copilot
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Let 0SS meet Jack

A Jack is a CISO at a Fortune-500 enterprise.
AThis is Jackoés first day on

A Jack has a battle-proven check-list for enterprise security.

A Jack follows industry best practice.

#BHUSA @BlackHatEvents
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Industry best practice:

Given <new attack vector>

Do Ignore()
Until <major breach>

Then Panic()

New attack vectors may include:

A No code Al apps
A Citizen Development
A Open Source dependencies

A BYOD
A The Cloud

#BHUSA @BlackHatEvents



biS&khat

USA 2024 ~ \

Let 0OS meet Ji1 | |

A Jill is working in the HR department.
A Jill does a lot of manual and repetitive work.

A Jill has to deal with many different employees asking the same
guestions.

A Jill heard about Microsoft Copilot and got really excited!

#BHUSA @BlackHatEvents
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Let 0SS meet Ji1 | |

A Jill is working in the Finance department.
A Jill does a lot of manual and repetitive work.

A Jill has to deal with many different employees asking the same
guestions.

A Jill heard about Microsoft Copilot and got really excited!

ALetods follow Jill on her cop

#BHUSA @BlackHatEvents
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S, AskHR - Home

I @ H % zenitystage.sharepoint.com/sites/AskHR
@
AH ASk H R Home Compensation Career Benefits Culture Employee onboarding HR FAQ Edit ¢ Not following & Site access
+ New v 33 Page details Analytics Published @& Share v / Edit
0 Howdo I...
B .
E@ Find my tax forms

Find the Performance Review Form
E—) Take a leave of absence
@ Prepare for my new job

é? Find out about insurance options

Interviewing: How to‘find the right fit for
Take the employee poll your team

&> Apply for tuition benefits

@ Manage stress during my work day

- View more FAQs

[Customization guidance] Replace the gr: aic below
with the Events web part to displ:
using the Category field to filter ¢

US holidays
+ Add event

Compensation Career Benefits

View information about salaries, stock, rewards, and Find links to resources to support you on your Learn about all the benefits and programs available

Bs (@ search hg M ¢ B 9 ¢ &
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@ Copilot Studio

Copilot

Hi, I'm here to help you build a custom copilot. In a few sentences, how will your copilot assist your users?

A minute ago

You are an AskHR copilot. You should provide users helpful information from the AskHR SharePoint site.

Just now

Thank you for the information. Your copilot will be an AskHR assistant providing users with helpful information from the
AskHR SharePoint site.

Do you have any instructions for how your copilot should assist, for example a specific tone?

Just now

What should | say? W

lype your message 5}>

The conversational creation experience and resulting copilot will contain preview features. By using the Al features labeled preview, you agree to the
supplemental preview terms. For other Al features, you agree to the supplemental terms. See preview terms and supplemental terms

Environment

£ Al Prod

Skip to configure

Copilot
) Primary language is English

Edit language

& An AskHR copilot providing users with helpful
information from the AskHR SharePoint site.




& Copilot Studio

Copilots

R
®

w Custom copilots

Create

L ]

Copilots

% AskHR Copilot

3 Ask HR Copilot (3 Overview

+ Add a topic -

All

Name

)
)
)
®))
)
)

9)

Goodbye

Greeting

Lesson 1 - A simple topic

Lesson 2 - A simple topic with a condi...

Lesson 3 - A topic with a condition, va...

Start Over

Thank you

Knowledge

Trigger

Phrases

Phrases

Phrases

Phrases

Phrases

Phrases

Phrases

Topics

Description

This topic tr...

This topic is...

This topic tr...

Actions

Analytics

Editing

Channels

Last modified

Inbar Raz

Inbar Raz

Inbar Raz

Inbar Raz

Inbar Raz

Inbar Raz

Inbar Raz

T minut...

T minut...

Tminut...

T minut...

T minut...

T minut...

T minut...

Publish

Errors

Settings
Test

O\ Search custom topic

(C Last refreshed now

Enabled

@ o-
@ o
@ o-
@ o-
@ o-
@ o~
@ o~




= Plugins (preview) - Ask HR Copilot | Mi© X +
C N % copilotstudio.microsoft.com/environments/9f39c593-708b-e141-8f24-d89573503212/bots/badea132-d994-ee11-be37-6045bddba096/ada... @& 2

Environment

Al Prod

Copilot Studio | Ask HR Copilot

- Test copilot X Plugins > Untitled Vv @ G O B -

D .
oo Copilots @ Track between topics © (G2 AR %

I @) Plugins (preview)

<
&
3
Ry
©

) Trigger
B  Entities
Dynamic chaining (preview)
2. Generative Al @ 2 Edit
L Analytics f Describe what the topic does \
T Publish Can get answers for any question about HR.

HR-related questions and answers tailored
for employees at Zenity, covering topics
Extend Microsoft o from overtime work to emergency

Copilot (preview) procedures.

S

Settings N~
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Hello, I'm Ask HR Copilot, a virtual assistant.

Just so you are aware, | sometimes use Al to

®© o & P

answer your questions. How can | help?

Just now :|'>
Type your message B @

Q Search m H . ‘.@ B



n ; ..;\»\__ .\‘. R ._‘\ \ 5
blackhat \ \ | A/
- USA 2024 |

#BHUSA @BlackHatEvents



