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Outline
• No Code in a nutshell

• No Code attacks observed in the wild and recreated with POWERPWN

• Living off the land – account takeover, lateral movement, PrivEsc, data exfil

• Phishing made easy

• Hiding in plain sight

• How to defend

• The latest addition to your red team arsenal
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No-Code in a Nutshell
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~8M active Power devs today!
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Exponential Growth in Citizen Development
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Why No Code?
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“Everyone is a developer”

Tech evolution
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Build everything

• If this than that automation

• Integrations

• Business apps

• Whole products

• Mobile apps
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Source: 
@RezaDorrani
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Available in every major enterprise
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Recap

✔Available on every major enterprise

✔Has access to business data and powers 
business processes

✔Runs on somebody else’s infra

✔Built by citizen devs
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No Code Attacks In The Wild: Living off the land
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youtu.be/5naPxs0fEJc
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Step by step
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https://docs.microsoft.com/en-us/connectors/connectors

How does the app 
authenticate to slack?

How do different users get 
authenticated by the same 
app?

Behind the scenes
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https://docs.microsoft.com/en-us/connectors/connectors

Storing and sharing 
refresh tokens

Behind the scenes
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Ready, set, AUTOMATE!
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Credential Sharing as a Service
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Credential Sharing as a Service

 Privilege escalation
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Ransomware thru action connections

 Ransomware
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Exfiltrate email 
thru the 
platform’s email 
account

 Data exfiltration
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Move to machine

 Lateral movement
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Introducing powerpwn

Find us on GitHub!

github.com/mbrg/power-pwn

https://github.com/mbrg/power-pwn
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No Code Attacks In The Wild: Phishing made 
easy
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Can we fool users to create connections 
for us?
• Set up a bait app that does something useful

• Generate connections on-the-fly

• Fool users to use it

• Pwn their connection (i.e. account)

 Account takeover
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No Code Attacks In The Wild: A 
backdoor that survives user deletion
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This has been done before

zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
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Dump files and tweet about it on a 
schedule
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Encrypt on command
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Persistency
What do we want?

❑ Remote execution
❑ Arbitrary payloads
❑ Maintain access (even if user account access get revokes)
❑ Avoid detection
❑ Avoid attribution
❑ No logs
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Persistency v1

Persistency
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Persistency v1
What do we want?
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What do we want?

 Remote execution
 Arbitrary payloads

Persistency v1
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Persistency v1
What do we want?

 Remote execution
 Arbitrary payloads
 Maintain access
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Persistency v1
What do we want?

 Remote execution
 Arbitrary payloads
 Maintain access
 Avoid detection

Somebody else’s cloud
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Persistency v1
What do we want?

 Remote execution
 Arbitrary payloads
 Maintain access
 Avoid detection
 Avoid attribution

Somebody else’s cloudCall endpoint 
anonymously to 

execute
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Persistency v1
What do we want?

 Remote execution
 Arbitrary payloads
 Maintain access
 Avoid detection
 Avoid attribution
 No logs

Somebody else’s cloud

Call endpoint anonymously to 

execute
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Persistency v2
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Persistency v2

What do we want?
 Arbitrary payloads
 No logs
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Solving persistency
Our current state:

 Remote execution
 Arbitrary payloads
 Maintain access
 Avoid detection
 Avoid attribution
 No logs
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Executing arbitrary commands

https://docs.microsoft.com/en-us/connectors/flowmanagement/
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Create a flow List authenticated sessions to use 

Delete a flow
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powerpwn (persistency v3)
What do we want?

 Remote execution
 Arbitrary payloads
 Maintain access
 Avoid detection
 Avoid attribution
 No logs

1. Set up your flow factory
2. Control it though API and a Python CLI
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Summary
• No Code is 

• Huge in the enterprise

• Underrated by security teams

• Attackers are taking advantage of it by

• Living off the land – account takeover, lateral movement, PrivEsc, data exfil

• Phishing made easy

• Hiding in plain sight

• powerpwn - the latest addition to your red team arsenal

• How to defend your org

CREDENTIAL SHARING AS A SERVICE: THE DARK SIDE OF NO CODE

@mbrg0



How To Stay Safe
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Protect your org!
Build secure apps
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Protect your org!
Build secure apps
1. Don’t overshare
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Protect your org!
Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10
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Protect your org!
Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10
Harden your env
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Protect your org!
Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10
Harden your env
3. AppSec

CREDENTIAL SHARING AS A SERVICE: THE DARK SIDE OF NO CODE

@mbrg0

Links → mbgsec.com/blog/owasp-dc-links



Protect your org!
Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10
Harden your env
3. AppSec
Hack your env
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Protect your org!
Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10
Harden your env
3. AppSec
Hack your env
4. powerpwn
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