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Outline

« No Code in a nutshell
« No Code attacks observed in the wild and recreated with POWERPWN

* Living off the land - account takeover, lateral movement, PrivEsc, data exfil
* Phishing made easy

* Hidingin plain sight
* How to defend

» The latest addition to your red team arsenal
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Why No Code?




[:]LUHSD g WASHINGTON
GLOBAL
AppSec | cowonovs

et Sor Windows

CREDENTIAL SHARING AS A SERVICE: THE DARK SIDE OF NO CODE

PALETTE
~ CONTROLS

Button

Input

Datepicker

GO

Link

Checkbox

<«

Textarea

Radio

Details

@mbrg0

1 have a bag of apples, there are 5 apples in it, if I take 2 out of it, how many apples

are left in the bag?

1f you have a bag with 5 apples in it and you take 2 out of it, then there will be 3

apples left in the bag. This is because 5 - 2 = 3.

out 2 more apples, how many apples are still in the bag now?

1f you have a bag with 5 apples in it and you take 2 apples out, then there will be 3
apples left in the bag. If you take out 2 more apples, then there will be 1 apple left in

the bag. This is because 3 - 2 = 1

In total, if you take out 4 apples from a bag with 5 apples in it, then the

apple left in the bag. This is because 5 - 4 = 1

What if | put in 7 more?

1f you have a bag with 5 apples in it and you take out 4 apples, then there will be 1

ill be 8 apples in

apple left in the bag. If you then put in 7 more apples, then the

the bag in total, This is because 1 + 7 = 8

Tech evolution
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Recap

vAvailable on every major enterprise

vHas access to business data and powers
business processes

vRuns on somebody else’s infra
vBuilt by citizen devs
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Step by step

u 4 PWntoso
X
Add a new app connection -
Add a new app connection a:E . ‘
O slack (<) Zapier is requesting permission to access the
Addanew app connection pwntoso Slack workspace
Add a new app connection
o What will Zapier be able to view?
:i'. Slack > O slack
8-‘ Content and info about you »
Forms for Slack ‘l.. Slack E)  Content and info about channels & conversations »
Forms for Slack :H Content and info about your workspace »
Dislack
== Dislack What will Zapier be able to do?
fi Perform actions as you »
E] Perform actions in channels & conversations »
:H Perform actions in your workspace »
© New connection added X
My connections @ >
Slack @michaelbargury (pwntoso) &) Share 0 @ by Kris S 4

@michaelbargury (pwntoso) - added 21 seconds ago Zaps
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Behind the scenes

RESTful API ‘ .
defined in - o
i

swagger

. How does the app
X0 authenticate to slack?

Power Automate

* Power Apps

(2] How do different users get

authenticated by the same
app?

https://docs.microsoft.com/en-us/connectors/connectors
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Behind the scenes

[Credential and metadata store]

RESTful API e
. . a Vs
defined in ..
swagger

(_\ CO-I';I'-\:'-IOI; ) DKEN
% Azure API

Power Automate | [EFSSREIE Management

* Power Apps

3}

Logic Apps

—

Storing and sharing
refresh tokens

https://docs.microsoft.com/en-us/connectors/connectors
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Create SQL Server rows from new Google
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VG A e e el ] T G B e B TR T Add info to a Google Sheet from new Google Fe o
on Google Sheets Ll A LS L SNIE - Premium
N ol Get Slack notifications for new information
BEE En from a Webhook
Send myself a reminder in 10 minutes SD‘::fEGma'I attachments to your Google Wiahhanle hir 7aniar & Qlanl =
By Microsoft ;
By Microsoft
oy ] Iy 5| =
460902 32731 Send an email when a new message is
Send an email to responder when added in Microsoft Teams
response submitted in Microsoft Forms By Microsoft Power Automate Community
By Microsoft Power Automate Community )
ok Al
Automated 35
R ® 214763 M
& |4 Save Qutlook.com email attachments to
your OneDrive Send i ia G i wh G le Sheet
. end emaiis via omall wnen Googie eets
Add SQL Server rows with new caught By Microsoft Power Automate Community 9
webhooks rows are updated
Automated
168098

Webhooks by Zapier + SQL Server - Google Sheets + Gmail -
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© Connected o
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PROJECTS.
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Ransomware thru action connections

&~ SharePoint Ransomware ) Undo [ Comments [ Save W9 Flow checker /A Test E Choose an operation X
B Manually trigger a flow @ arate: | 6 bmu h connectors and actions |
\L All Built-in Standard Premium Custom My clipboard
- e = B n E m
Excel Online MSN Mail Microsoft Notifications  Office 265
(Business) Weather Teams Qutlook
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QOneDrive for Planner SharePoint 10t08 Act! Ahead
* Select an output from previous steps Business Appointme. .
- Body x H -: a . E
Appfigures Asana Azure AD Azure Basecamp 3 Bing Search
Get file content ®@ - Cognitive
4 |-
Bitly Blogger Box Buffer Campfire Cognito
" Encrypt data with key @ - Forms
[ S Bl B
Computer Content Content Custom Dropbox Elastic Forms
- Vision API Conversion Maderator Vision
- Update file @ e
2 =
Encodian Excel Online FTP Face API File System Freshdesk

(OneDrive)

f Add an action

Ransomware
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When a new email arrives (V3) @

Folder

Inbox

Show advanced options ~~

e .. Exfiltrate email

finance.external@malicious.site

*Subject

| Finance email notification ‘ t ‘ I r l I t ‘ l e
*Body Font v 12v B I U /3= & <>

From: From x

. platform’s email

Show advanced options a C C O u n t
Delete email (V2) @

*Message Id Message Id x

Original Mailbox ! .
finance@company.site

Address @ pany

Data exfiltration




WASHINGTON CREDENTIAL SHARING AS A SERVICE: THE DARK SIDE OF NO CODE

GLOBAL |DC

AppSec | cowonovs @mbrg0

Move to machine

Machines

Check the real-time health and status of your machines and the desktop flows running on them. Learn more

Machines  Machine groups VM images (preview) — Gateways

Machine name T v Description Version Group v Status Flows run... Flows que...  Ac... ™ Owner
myrpa — 2.17.169.22042 — Connected 0 0 Owner Q Kris S...
myrpa — 2.17.169.22042  MyGroup Connected 0 — Owner @ Kris S...
° win11 — 2.14.173.21294 — Connected 0 0 Owner @ Kris S...
i '
?,. Desktop flows @ X
I;Iﬂ Run a flow built with Power Automate for desktop @ .-

{ é Search connectors and actions

Triggers  Actions See more

*Run Mode Choose between running while signed in (attended) or in the backgrounc \/

Run a flow built with Power Automate for desktop | PREMIUM ®
=

Desktop flows Attended (runs when you're signed in)

Show advanced options

Run a flow built with Selenium IDE | PREMIUM ® Unattended (runs on a machine tt
e

Desktop flows

Enter custom value

Lateral movement
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Power Pwn

Black Hat Arsenal USA 2023 DEFCON 30 .
Introducing powerpwn
michael.bargury owasp.org

Power Pwn is an offensive security toolset for Microsoft Power Platform.

Install with pip install powerpwn .

Check out our Wiki for docs, guides and related talks! Flnd US On G ItHUb!
ithub.com/mbrg/power-pwn

/ _NNNIN/ /]

_ A\l
)\I(_)I\VV/I _ /]
] \/\/ _ I

command
dump Recon for available data connections and dump their content.
gui Show collected resources and data via GUI.
backdoor Install a backdoor on the target tenant
nocodemalware Repurpose trusted execs, service account
phishing Deploy a trustworthy phishing app.
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POWERPWN DEMO

github.com/mbrg/power-pwn
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Can we fool users to create connections
for us?

Set up a bait app that does something useful
Generate connections on-the-fly
Fool users to use it

Pwn their connection (i.e. account)

[ Account takeover ]
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This has been done before

INCIDENT DETAILS 1N/

This APT group targets erganizations across multiple

ndustnes luding governmaent agenc

netitations, and technology companies

o Multi-tactor authentication IMFA]
could have prevented thes attack

rrese ca courean s
st Twra .

O

©aAs00

o—0

Conditsonal access
s, hinancial could have prevented

UNAUIACr 2ed access

-
TR

Loggeng and audting non-owner A A
madbox acess wewld have
detected mabious behanor

Logging, at the time of

SarTeEN b L thes InCident, was not
VD W . S enabled by defautt

o)

DART engaged

DAYS // 0146-163

DAYS // 01-11

APT group compro

provileged user's
enabled ON

arches for intell
ty

@ @ Malti-tactor avthentication could

have prevented the threat aclors
from accessing the environment
through the VPN

o0

1] Office 365 DAYS // 137-218

A

S raan

DAYS // 137-143

Compliance Search to all

precision searches
P Threat o

rules in co

IT environment to
automate data
ext ot

ved for times when the full-

d sea 2 nent of

wery search isn't required

—
v Company dd
ey _o_O_(@ > not have VPN

zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
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Dump files and tweet about it on a
schedule

<& Leak SharePoint [ Comments Save W9 Flow checker L Test
a ,,,,,,,,,,
. List folde @
*Select an out
- Body
B o o
DDDDDD o
u Tweet ab
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Encrypt on command

TRIGGER

A Rans via HTTP webhook | Real-time

ACTIONS
|
|

2 L Search files or folders in Google Drive

3 C] FOREACH itemin & Files Step2 do

Download file contents from Google Drive

Delete a file from Google Drive

Upload small file to Google Drive

\

c
|

c
l,

6 ‘ 8 Encrypt data

|

c
J

End
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Persistency

What do we want?

1 Remote execution

 Arbitrary payloads

O Maintain access (even if user account access get revokes)
1 Avoid detection

O Avoid attribution

1 No logs
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Persistency vl
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A 4
2 L Search files or folders in Google Drive

Persistency

3 c) EACH itemin & Files d

4 L Download file contents from Google Drive
l

5 L Delete a file from Google Drive

6 B Encrypt data

i L Upload small file to Google Drive
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Persistency vl

TRIGGER

1 Rans via HTTP webhook | Real-time

What do we want?

ACTIONS

2 L Search files or folders in Google Drive

\ 4
3 C] FOREACH itemin & Files Step2 do
1
4 L Download file contents from Google Drive

5 L Delete a file from Google Drive

6 8 Encrypt data

L Upload small file to Google Drive
|

End
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Persistency vl

RRRRRRR

What do we want?

1 é\b Rans via HTTP webhook | Real-time

Remote execution
P ——— XI Arbitrary payloads

v

3 CJ FOREACH itemin & Files step2 do

|
v

4 L Download file contents from Google Drive
\-‘;,
5 L Delete a file from Google Drive

6 B Encrypt data

L Upload small file to Google Drive
|
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Persistency vl

TRIGGER

i Rans Workato webhook address £ Copy
AT https:/ 'www.workato.com/webhooks/rest/4b

boafed-dc92-4b0e-b43c-63aTal0d4 Tee rans

|
1
I
2 | L seardrmESOrIOmETSTTCOTTE DTS
‘

|
v
3 CJ FOREACH itemin & Files step2 do

»> &
7

4 L Download file contents from Google Drive
\‘V

5 L Delete a file from Google Drive

v

6 8 Encrypt data

v
7 L Upload small file to Google Drive
|

End

CREDENTIAL SHARING AS A SERVICE: THE DARK SIDE OF NO CODE

What do we want?

Remote execution
X| Arbitrary payloads
Maintain access

@mbrg0
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Persistency vl

RRRRRRR

i Rans Workato webhook address £ Copy

What do we want?

Remote execution
Somebody else’s cloud X| Arbitrary payloads
Maintain access
Avoid detection

4 L Download file contents from Google Drive
I
5 L Delete a file from Google Drive
VL
8 Encrypt data
VL
L Upload small file to Google Drive
|
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L Upload small file to Google Drive
|

)

Call endpoint

anonymously to

execute

CREDENTIAL SHARING AS A SERVICE: THE DARK SIDE OF NO CODE

What do we want?

Remote execution
X| Arbitrary payloads
Maintain access
Avoid detection
Avoid attribution

@mbrg0
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1 Py RansviaHTTP webhook | Realtime

What do we want?

g Workato webhook address O Copy
? (@) = E;‘;ﬂ’.{ ) Remote execution

| Q quob ssssssss ~ | | Alljobtypes = | | All periods « \ X Arbitra ry payloa dS
Maintain access
o gﬁ Avoid detection
= pp— Avoid attribution
2 Bt X] No logs

1
v

7 L Upload small file to Google Drive
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Persistency v2 " Y

Save email attachments from Outlook.com to Dro...

HTTP Webhook @)

*Subscribe - Method
Callback url x X ‘

*Subscribe - URI

Callback url x | > u Execute SQL stored procedure and notify via Tea...

Insert parameters from previous steps

Webhook reference information

Callback url

Subscribe - Bodv R
SharePoint Ransomware &
B Button -> Execute a SQL query (V2) ¥
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Persistency v2 " .

Save email attachments from Outlook.com to Dro...

HTTP Webhook @ ---

*Subscribe - Method
Callback url x X ‘

*Subscribe - URI

Callback url x | > u Execute SQL stored procedure and notify via Tea...

Insert parameters from previous steps

Webhook reference information

Callback url

Subscribe - Bodv R
SharePoint Ransomware &

What do we want?
X Arbitrary payloads B Button -> Execute a SQL query (V2) ¥
X] No logs
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Solving persistency

Our current state;:

Remote execution

X| Arbitrary payloads
Maintain access
Avoid detection
Avoid attribution

X] No logs
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Executing arbitrary commands

Power Automate
Management

Power Automate Management connector enables interaction with Power
Automate Management service. For example: creating, editing, and updating
flows. Administrators who want to perform operations with admin privileges
should call actions with the ‘as Admin’ suffix.

See documentation

2

https://docs.microsoft.com/en-us/connectors/flowmanagement/
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¢ Flow factory =) Undo [ Comments B Save Yy Flow checker A Test

When a HTTP request is received @ ﬂ

{ \.} nitialize responseBody @

=

.IEI Switch
On Cornmands Act... x

Case createflow

*Equals
| createflow |

Create Flow @ B

* Enviranmant Commands Inp... x
* Flow Dizplay Name Commands Inp... x

* Flow Definition Commands Inp... x

W)
W)

action | Commands Act... x | <
I - 4




OWASP 2023 | WasHinaToN CREDENTIAL SHARING AS A SERVICE: THE DARK SIDE OF NO CODE
GLOBAL
@ AppSec DC

@mbrg0

Create a flow List authenticated sessions to use

Case getConnections

Case createFlow =

| getConnections |

| areatefiow | List hy Connections @ & e

. @ & o * Envircnment I_E Commands Inp... x x |
* Emvironmnent - X . |
3y Mame - | Set response to connections list
* Flow Drafinition Commands Inp... |
* Flow State Comrmands Inp. 2 ’ | D ‘ t fl
B | elete a 1iow

______________________________________________________________________________________

Case deleteflow

f -‘|. £
v F Set response to flowld E
L * oquals

deleteFlow |

Delete Flow @ EI Tt

* Environment —E Commands Inp... = s
* Flow —E Commands Inp... x ,
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€~ Flow factory “) Undo [ Commerts & Save Y Flowchecker L Test

When & HTTP request is received @ EI

¢

I3

(RS Y initialize responseBody @
Scope
Switch
*0n Commands Act... =
Case createFlow ses Case deleteflow s Case getConnections -
* Eguals * Equals * Eguals
| createFlow | | deleteFlow | | getConnections |

Create Flow @ E| o Delete Flow @ & "o List My Connections @ E|
* Environment Commands Inp... = b | * Emvironment Commands Inp.— 3 2 | * Environment Commands Inp... = e |
* Flow Display Nams Commands Inp... = | *Flaw Commands Inp._ s | i
* Flow Definttion Commands Inp... = |
| f Add an action { ,\} Set response to connections list )

Commands Inp... x *

f Add an action

{ .\} Set response to flowld @

Failed | @ 8

=)

Success
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powerpwn (perS|stency v3)

What do we want?

SSSSS S—— Remote execution
Arbitrary payloads
Maintain access
T Avoid detection
- Avoid attribution
SSSSSS S No logs

1. Set up your flow factory
2. Control it though APl and a Python CLI
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POWERPWN DEMO

github.com/mbrg/power-pwn



https://github.com/mbrg/power-pwn
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Summary

* No Codeis
* Hugeinthe enterprise

* Underrated by security teams

* Attackers are taking advantage of it by
* Living off the land - account takeover, lateral movement, PrivEsc, data exfil
* Phishing made easy
* Hiding in plain sight

* powerpwn - the |latest addition to your red team arsenal

* How to defend your org
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How To Stay Safe
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mbgsec.com



https://mbgsec.com/
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Protect your org!

Build secure apps
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Protect your org!

Build secure apps EV ~ag
1. Don’t overshare ,

e
Links = mbgsec.com/blog/owasp-dc-links
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Protect your org!

®U[_UF|SD PROJECTS CHAPTERS EVENTS ABOUT Q Member Login
- Member Login

B u i Id Secu re ap pS OWASP Low-Code/No-Code Top 10
1. Don’t overshare ] o

fo Rl - siack nocode

2. OWASP LCNC Top 10
u Low-Code/No-Code development platforms provide a development environment used to create application software through a

graphical user interface instead of traditional hand-coded computer programming. Such platforms reduce the amount of
traditional hand-coding, enabling accelerated delivery of business applications.

As Low-Code/No-Code platforms proliferate and become widely used by organizations, there is a clear and immediate need to
create awareness around security and privacy risks related to applications developed on such platforms.

The primary goal of the "OWASP Low-Code/No-Code Top 10" document is to provide assistance and education for
organizations looking to adopt and develop Low-Code/No-Code applications. The guide provides information about what the
most prominent security risks are for such applications, the challenges involved, and how to overcome them.

The List
1. LCNC-SEC-01: Account Impersonation
2. LCNC-SEC-02: Authorization Misuse
3. LCNC-SEC-03: Data Leakage and Unexpected Consequences
4. LCNC-SEC-04: Authentication and Secure Communication Failures
5. LCNC-SEC-05: Security Misconfiguration
6. LCNC-SEC-06: Injection Handling Failures
7. LCNC-SEC-07: Vulnerable and Untrusted Components
8. LCNC-SEC-08: Data and Secret Handling Failures
9. LCNC-SEC-09: Asset Management Failures
10. LCNC-SEC-10: Security Logging and Monitoring Failures

Links = mbgsec.com/blog/owasp-dc-links
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Protect your org!

Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10

Harden your env

Links = mbgsec.com/blog/owasp-dc-links
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CREDENTIAL SHARING AS A SERVICE: THE DARE SIDE OF NO CODE

Build secure apps SIS [DC
1. Don't overshare "
2. OWASP LCNC Top 10
Harden your env

3. AppSec

i
-
]
[
e
[=]
E
=
=

Credential Sharing
as o Service: The
Dark Side of No
Code

& Power Platform Dews @ NET Deys ==+ Lingar (Power Platform Devs) ==« Linear [ NET Devs) Michaed Bargur
Michiaed Bargury
RSAC 2023

Micromoft Fusld 3TH A, kgnie 3018, Builkd GT. Paoiod:

$zenity = e A

Links = mbgsec.com/blog/owasp-dc-links
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Protect your org!

Build secure apps

1. Don’t overshare

2. OWASP LCNC Top 10
Harden your env

3. AppSec

Hack your env

Links = mbgsec.com/blog/owasp-dc-links
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Protect your org!

Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10

Harden your env e e e |
3. AppSec : I:)\II/(:)\I\\\V/\V///I/ >: |"|: I:)\I\\\v/\v///: |_|\|
HaCk your env | .__/ N___/ \_/\_/ \___lI_l | .__/ \_/\_/ I_I I_I
4, powerpwn

Links = mbgsec.com/blog/owasp-dc-links
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