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1. Business users are building their own
2. What could go wrong?
3. How can we fix it?
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Enterprise LCNC -
EVERYONE. is.a Developer
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« LCNC-SEC-01: Account Impersonation

« LCNC-SEC-02: Authorization Misuse

« LCNC-SEC-03: Data Leakage and Unexpected Consequences

« LCNC-SEC-04: Authentication and Secure Communication Failures
 LCNC-SEC-05: Security Misconfiguration

 LCNC-SEC-06: Injection Handling Failures

 LCNC-SEC-07: Vulnerable and Untrusted Components
 LCNC-SEC-08: Data and Secret Handling Failures

« LCNC-SEC-09: Asset Management Failures @O[ JASP
®
@mbrg0
o pmushGBickHatEvents

 LCNC-SEC-10: Security Logging and Monitoring Failures
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Story #1 - employee onboarding
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Environment
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Power Apps

Home
Create

Learn

Apps

Tables
Connections
Solutions

Flows

More

Power Platform

Acl = virtr1al ammant

Start from

Blank app

Create an app from scratch and
then add your data

(™ Watch video

Excel

Start from an Excel file to create a
three-screen app

| —

Dataverse

Start from a Dataverse table to
create a three-screen app

(™ Watch video

saL

SQL

Start from a SQL data source to
create a three-screen-app

| —

@mbrgO
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Environment

Zenity Stage (default) Q €3

SharePoint

Start from a SharePoint list to
create a three-screen app

() Watch video

Image

Upload an image of an app
and we'll convert it into an app
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Emvironments

Power Automate B Zenity Stage (default)

= €= Update Employee Info in HR system [ Comments [E Save Y% Flowchecker L Test

@ When a row is added, modified or deleted

h

Send email (V2)

| o° My flows E
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g
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Connectors

Font * 2« B ] U /== & ¢fs

B Data 4 55N x Contact x Email x Address
A =

Cg Process mining

1 Solutions
o}

[ Learn

Add new item




Sure, Let Business Users Build Their Own. @mbrgO

What Could Go Wrong? BSidelV 2023

Employee onboarding - findings

#BHUSA @BlackHatEvents
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Employee onboarding form X

Full legal name

Address

Date of birth

@ <D <[]

Personal email

Phone number

Social Security
Number
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Environment - :
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Environment
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Environment | -
it power Apps 8 ZeySage ey QB
& Back | Newrow ~ -+ Newcolumn () Refresh Hi Create an app ¢’ Edit table properties B Update forms and views
= Sensitive Inputs ¢ Data saved
Abc
Employee Name* T v SSN v Address v Contact¥  +19more ~  —
Jamie Reading 209-97-1111 jamier@zenitydemo.OnMicrosoft....
Brooklyn Gonzalez 209-97-9876 brooklynd@zenitydemo.OnMicros...
Henry Mitchell 209-97-0987 henryd@zenitydemo.OnMicrosoft...
Savannah Perez 209-97-7890 savannahp@zenitydemo.OnMicro...
Ella Gonzalez 209-97-9876 ellag@zenitydemo.OnMicrosoft.c...
Riley Mitchell 209-97-0987 rileyp@zenitydemo.OnMicrosoft.c...
Nathan Perez 209-97-7890 nathanh@zenitydemo.OnMicroso...
Daniel Martin 209-97-6789 danielm@zenitydemo.OnMicrosof...

m I =svelas sl NG OT7 Q74 l=mv il m e A7 ity e s e Fvm bk Areres e s



Sure, Let Business Users Build Their Own. @mbrgO

What Could Go Wrong? BSidelV 2023

Employee onboarding - findings

« Data accessible to all (Authorization Misuse)

Ty A -
o o 8 —— &3
Store Everyone =S

sensitive data Data has access

#BHUSA @BlackHatEvents
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Employee onboarding - findings

» Data accessible to all (Authorization Misuse)
* Sensitive data in plain text (Data and Secret Handling

Faillures)
A -
@ S 2 9 @] . @
User N DE|

#BHUSA @BlackHatEvents
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i1  Power Apps | Employee Onboarding 8 ;Lﬁ%msﬁge (default) a & 7 (%E]
Employee onboarding form
Full legal name Daniel Wood &
Address New York 3rd street -
Date of birth 11 Jan 1990
Personal email Danielw124@gmail.co
Phone number 202-355-0117
Social Security 78-05-1120
Number
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Emvironments

Power Automate B Zenity Stage (default)

= €= Update Employee Info in HR system [ Comments [E Save Y% Flowchecker L Test

@ When a row is added, modified or deleted
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When a row is added, modified or deleted
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Environments
8 Zenity Stage (default) ? @

Update Employee Info in HR system Edit

& Approvals Owners
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T reaie AaL e - .
hey'll be ab other
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T |
g Templates and ca ) his
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» Data accessible to all (Authorization Misuse)
» Sensitive data in plain text (Data and Secret Handling

Failures)
» Sensitive data written to logs

(Data Leakage)
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What Could Go Wrong?

« Data accessible to all (Authorization Misuse)
« Sensitive data in plain text (Data and Secret Handling

Failures)
« Sensitive data written to logs (Data Leakage)

#BHUSA @BlackHatEvents
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Story #2 — productivity.sync
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Environments
Power Automate 8 ZerityStage (defaul)

<~ Sync Outlook to Gmail “) Undo Save 9 Flow checker

Home

When a new email arrives (V3) @

Approvals J/

My flows
E Send email (V2) Q)

Create

*To
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Connectors Subject
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Data N

Body
Monitor v Font v 12vB ] U /== & <[>
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Productivity sync - findings

#BHUSA @BlackHatEvents
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Productivity sync - findings

* Business data to personal account (Data Leakage)

.....

S - L - ©

Data Personal

#BHUSA @BlackHatEvents
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Environment

Power Apps | Set up your email sync B Zenity Stage (default)
& Back | 9 | v o (D |\/ <+ Insert v | Open Sans VH15 Semibold Vol e / Ediing & Y O D |v 6
OnSelect v = _ﬁrv SyncOutlookhistorytoGmail.Run(NumberInput,EmailInput) \V
=  Power Automate X BUTTON (D S
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Properties Advanced Ideas
1 —~+ Add flow A
N/ Inyour app Search for a property ...
B
® Sync Outlook history to Gmail ACTION
EI‘Q SyncOutlookhistorytoGmail Sync Outlook history to Gmail
OnSelect
2
Ermail address [Text.ant I SyncOutlookhistorytoGmail.Run
(X) (NumberInput,EmaiLInputﬂ
How many emails to sync l l
o
DATA

Text

"Sync your email™

Tooltip
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:::  Power Apps | Set up your email sync

Sync Outlook history to Gmail

Email address Text input

How many emails to sync { Text input

Sync your email
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Environments

<~ Sync Outlook history to Gmail [] Comments Save Y9 Flow checker A Test

Home
PowerApps (V2) @
Approvals J/

@ B

l /" My flows
@ Get last X emails with attachments @
Jr Create J/
¢l Templates
For each email
;59 Connectors
* Select an output from previous steps
Data e value x
A Monitor ' g
E Send email to myself @
(B Al Builder Vv
*To P2 MyEmailAddress x
(39 Process mining
Subject Subject x
N Solutions
Body Font v 2vB 1 U /&= = & <
[ Learn
o Ry
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Share Set up your email sync X

Share  Add people as Users and Co-owners to your app. Make sure your data connections have been shared with all users.

Email message

every|

. Let colleagues know what your app does and how it can help them.
@ Everyone in CloudCore

@ Kris Smith |
Owner Include an image

Add an image to the email to showcase what your app looks like.
Tip: Use an image that is 4:3 aspect ratio and smaller than 1MB.

Choose a file to upload or drag and drop it here. 1 Upload

Select or add a user to set their permissions

- ol [ (- T . T
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. Share Set up your email sync X

Edit Play Share  Add people as Users and Co-owners to your app. Make sure your data connections have been shared with all users.

(0 Home -
Set up your en

Enter a name, email address, or Everyone Choose a file to upload or drag and drop it here. T Upload
T CLreate |
Details Versions Conne New users

Q Learn
o @ Everyone in CloudCore %
0o Apps User .

Everyone in CloudCore
= Shared with Sort by Name Everyone can use this app.

Tables
O An organization can't edit or share apps.
O £paoe Kris Smith

o/~ Flows Owner
& Chatbot
B Al e Data permissions (i)
@ Soluti

Make sure your users have access to the data used in your app, including gateways,

0

(=) Logic flows

T

@ Office 365 Outlook

g
O
—+
il

Gmail

[ P T T T
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What Could Go Wrong?

» Data Business data to personal  Eyeryone means
account (Data Leakage) EVERYONE, including

« Share with Everyone guests by-default
(Authorization Misuse)

: I'.".E' ..I_':r'
e Everyone in CloudCore

#BHUSA @BlackHatEvents
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» Data Business data to personal  Everyone means

account (Data Leakage) EVERYONE, including
* Share with Everyone guests by-default
(Authorization Misuse)

Check out the talk All You
Need Is Guest for an
attacker’'s perspective!

e Everyone in CloudCore

@mbrg0
#BHUSA @BlackHatEvents
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Almost there ...

Set up your email sync needs your permission to use the following. Please
allow the permissions to proceed.

Office 365 Outlook

admin@zenitystage.com
Signed in View permissions

Switch account

Gmail
maortzury@gmail.com
Signed in

Switch account

m Don't Allow
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Power Apps | Set up your email sync

Sync Outlook history to Gmail

Email address [ maortzury@gmail.com

How many emails to sync | Zd

Sync your email
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Environments
= <&~ Sync Outlook history to Gmail « Ran at 8/8/2023 1:48:09 AM (O Resubmit ¢ Edit @ Help
(Yt Home ©
o:o PowerApps (V2) Os
& Approvals
o/" My flows l/
|-~ my °
+ Creat [E Get last X emails with attachments 2s
reate
®
&l Templates
(]
& Connectors (@™ For each email 32s
Data £
A Monitor v
(3 Al Builder Vv

(39 Process mining

[ /]

Solutions

L Learn
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Environments

<~ Sync Outlook history to Gmail « Ran at 8/8/2023 1:48:09 AM () Resubmit ¢ Edit

NZ o .

{0t Home
For each email 5s
& Approvals
lﬂ/ﬂ My f € Previous < Previous failed Show |1 of 5 Next failed >  Next >
y flows
-+ Create E Send email to myself 1s
¢l Templates
| INPUTS Show raw inputs >

& Connectors

To

Data M imkrissmith@gmail.com
‘ %

N Monitor Subject
{[; Al Builder N Admin Adminl has shared the Weekly Timesheet app with you
(39 Process mining Body

<p><html lang="en" style="min-height:100%; background:#ffffff"><hé:
N} Solutions <meta http-equiv="Content-Type" content="text/html; charset=utf-8":

<I--
] Learn @media only screen and (max-width: 640px) {
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Productivity sync - findings

« Data Business data to personal account (Data Leakage)
» Share with Everyone (Authorization Misuse)
* Personal data leaks to logs (Data Leakage)

@ @ User data> @ 4Builder
@ @ written to logs LO8S has direct

QO

#BHUSA @BlackHatEvents
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Almost there ...

Set up your email sync needs your permission to use the following. Please
allow the permissions to proceed.

Office 365 Outlook

admin@zenitystage.com
Signed in View permissions

Switch account

Gmail
maortzury@gmail.com
Signed in

Switch account

m Don't Allow
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Can we fool users to create connections for us?

+ Set up a bait app that does something useful
- Generate connections on-the-fly
.+ Fool users to use it

- Pwn their connection (i.e. account)

Account takeover

@mbrgO
BSidelLV 2023

Low Code High Risk:
Enterprise Domination via
Low Code Abuse

Michael Bargury
DEFCON 30

Check out power-pwn
on GitHub!
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» Data Business data to personal account (Data Leakage)
« Share with Everyone (Authorization Misuse)
* Personal data leaks to logs (Data Leakage)

#BHUSA @BlackHatEvents
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bl"khat PARES

LSA 2

Story #3 - self-service

@mbrg0

#BHUSA @BlackHatEvents
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What happens when a maker leaves the
org?

#BHUSA @BlackHatEvents
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What happens when a maker leaves the
org?

* Asset Management Failures

#BHUSA @BlackHatEvents
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My Management App

My Employees

This app allows you as a manager to take access employee Apps, including employees who have left the organization and reassign them.
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Power Automate ) Search 8 Zenity Stage (default) & 7 @_}

Get Access to Employee Apps [ Comments [E) Save Y9 Flow checker A Test

in1 Home
@ PowerApps (V2)

(* Approvals
Email Please enter an e-mail address

@ My flows

Create . .
- + Add an input

&) Templates .

& Connectors
Get Apps
B Data % e
N Monitor W J/

11 Apply to each 2
([ Al Builder .f 2

(39 Process mining \L
_ Apply to each 3
A Solutions PPl

[0 Learn

e Ask a chatbot
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Environments
Power Automate Search 8 Zenity Stage (default)

Get Access to Employee Apps [J Comments &) Save %5 Flow checker L Test

{ny Home (W Apply to each 3
PowerApps (V: T
e

(x Approvals

o Email Selert an outpus from
E valuE X
@ My flows

(W Apply to each

Create . .
- + Add an input

PO

A Templates Select an output

value x gmail =
Get Apps Set App Owner

Erviromment Mame propertgs/eni_.

N Monitor W E

i [ Apply to each . PowerApp Name E name x
([ Al Builder s -

& Connectors

&

B Data N

AFl Nersson WA 10
(3 Process mining "t T
T ontent Iype applicationjson

T__-Ir -"-"-F*PI}’ to each . Role Far Old App Ownier| CanView

\ew PowerApp Owner amail =

A Solutions

[0 Learn

e Ask a chatbot
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Environments
Power Automate Search 8 Zenity Stage (default)

Get Access to Employee Apps [J Comments &) Save %5 Flow checker L Test

{ny Home (W Apply to each 3
PowerApps (V: T
e

(x Approvals

o Email Selert an outpus from
E valuE X
@ My flows

(W Apply to each

Create . .
- + Add an input

A Templates Select an output from pre

value x gmail x
& Connectors
Get Apps
B Data v
4 Monitor W
qF Apply to each . ronmep Nane E name x
Al Builder v

E@ Pracess mining Content Type soplcationjion

_ (N Apply to each . Role For Old App Owner| carifie
N Solutions . PPY ole For Cld App Qwner|  CanView
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Self-service - findings

SOC Panics!

Admin
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Self-service - findings

* App embedded with admin ID
(Account Impersonation)
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56 =
o6

#BHUSA @BlackHatEvents



Sure, Let Business Users Build Their Own. @mbrgO
What Could Go Wrong? BSidelLV 2023

Power Apps | Management App

My Management App

My Employees

This app allows you as a manager to take access employee Apps, including employees who have left the organization and reassign them.
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Console Sources Network Performance Memory Application ' Security der 19 5 BT71

Search X ® Y Q (O preservelog = [J Disable cache No throttling ¥

Aa .* BG @) Filter ) Invert (] Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other ] Has blocked cookies

LJ Blocked Requests |_J 3rd-party requests

20000 ms 40000 ms 60000 ms 80000 ms 100000 ms 120000 ms 140000 ms 160000 ms

Path X Headers Payload
[] /invoke Sec-Ch-Ua-Mobile:
[J /Collector/3.0 Sec-Ch-Ua-Platform: "Windows"

[] /Collector/3.0 Sec-Fetch-Dest: empty
[] /Collector/3.0 Sec-Fetch-Mode: cors

[ /powerapps/apps/bc428f80-8f28-4877-a490-f40a0d3cae7... Sec-Fetch-Site: cross-site

(] /config/v1/PowerApps/1.0.0.0 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/114.0.0.0 Safari/537.36

X-Ms-Client-App-Id: /providers/Microsoft.PowerApps/apps/bc428f80-8f28-4877-a490-f40a0d3cae75

X-Ms-Client-Environment-ld:  /providers/Microsoft.PowerApps/environments/Default-32f814a9-68c8-4ca1-93aa-
5594523476b3

X-Ms-Client-Object-Id: 7cb2f429-a54a-46¢3-8e4f-df3a3032f249

X-Ms-Client-Request-Id: 769a604e-cb2f-4bda-899d-1898d8781bfc

X-Ms-Client-Session-Id: 7f7754ee-d98c-43d2-bcff-3c1745ac7<f8

X-Ms-Client-Tenant-Id: 32f814a9-68c8-4ca1-93aa-5594523476b3

[] /config/v1/PowerApps/1.0.0.0

/apim/logicflows/f818501a-d1ce-42db-873a-5f5261671cc7/triggers/manual/run?api-
version=2015-02-01-preview
X-Ms-User-Agent: POWErApps/ 3.
7 requests | 2.8 kB transferred | 1.3 kB resources f40a0d3cae75)
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My Manacement Ann

Elements Console Sources Network Performance Memory Application Lighthouse Security Recorder N 19 5 BT71 £3
Search X @ @ Y Q (O rpreservelog (I Disable cache Nothrotting ¥ < 1T L £3

Aa .* HG @ Filter (J Invert (J Hide data URLs All =Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other

() Has blocked cookies (J Blocked Requests () 3rd-party requests
500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 4000 ms 4500 ms
N EeE———1 -

Path X Headers Payload Preview Response Initiator  Timing

[7] /invoke

) /Collector/3.0 v {email: "zivh@cloudcore.com"}

email: "zivh@cloudcore.com"

2 requests | 1.4 kB transferred | 0 B resources

@mbrgO
BSidelLV 2023

o

& 2 (z H:J

,
A

e




Sure, Let Business Users Build Their Own. @mbrgO

What Could Go Wrong? BSidelV 2023

Self-service - findings

* App embedded with admin ID (Account Impersonation)
* IDOR (Injection handling failures)

-----

I\/Ianipulat>es @ IDOR ] @

input
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* App embedded with admin ID (Account Impersonation)
* IDOR (Injection handling failures)
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 We are leaving heavy security decisions in the hands
of business users

* When choosing between productivity and security, the
choice Is obvious

#BHUSA @BlackHatEvents
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We’ve given business users:
* Dev-level power
- Missing best practice
* No controls

- No guardrails

#BHUSA @BlackHatEvents
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What Could Go Wrong? BSidelV 2023

We’ve given business users:
* Dev-level power
- Missing best practice
* No controls

- No guardrails

IT'S ONLY LOGICAL

Could we really expect anything else?

#BHUSA @BiackHatEvents
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How.can we fix.it?2 (Or: LCNC
AppSec)
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LCNC AppSec is different

AppSec for, well, traditional apps AppSec for LCNC apps
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LCNC AppSec is different

AppSec for, well, traditional apps AppSec for LCNC apps

1. Pro devs w/ some awareness 1. Business users w/ no awareness
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LCNC AppSec is different

AppSec for, well, traditional apps AppSec for LCNC apps

1. Pro devs w/ some awareness 1. Business users w/ no awareness

2. Secure SDLC 2. No SDLC

#BHUSA @BlackHatEvents



Sure, Let Business Users Build Their Own. @mbrgO

What Could Go Wrong? BSidelV 2023

LCNC AppSec is different

AppSec for, well, traditional apps AppSec for LCNC apps

1. Pro devs w/ some awareness 1. Business users w/ N0 awareness
2. Secure SDLC 2. No SDLC
3. Secure controls 3. Most controls don’t apply

@mbrg0
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LCNC AppSec is different

AppSec for, well, traditional apps AppSec for LCNC apps

1. Pro devs w/ some awareness 1. Business users w/ no awareness
2. Secure SDLC 2. No SDLC
3. Secure controls 3. Most controls don't apply
4. Hundreds of apps / year 4. 10x-100x more apps / year
ambrg0

#BHUSA @BlackHatEvents



Sure, Let Business Users Build Their Own. @mbrgO

What Could Go Wrong? BSidelV 2023

Take the opportunity to champion LCNC

security in your org
AppSec for LCNC apps

1. Business users w/ no awareness
2. No SDLC
3. Most controls don’t apply

4. 10x-100x more apps / year
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Sure, Let Business Users Build Their Own.
What Could Go Wrong?

AppSec for LCNC apps

1. Business users w/ no awareness
2. No SDLC

3. Most controls don't apply

4. 10x-100x more apps / year

@mbrgO
BSidelLV 2023

Example Attack & Misuse Scenarios - Business Users

Scenario #1

A developer builds a No Code/Low Code Robotic Process Automation (RPA) application
that connects to a database to update records. The connection uses the Admin’s
authentication (username and password) to log updates. Although 10 different users use
this RPA process, all actions are being recorded as being done by the Admin. Logging
systems can no longer track productivity, attribute errors to specific users, or identify
malicious behavior.

Scenario #2

A developer builds an application to help the sales team in the field. The developer uses
their credentials (username and password) when writing the application, so all sales
made through the application are attributed to the developer, not the sales person

facilitating the sale.

OWASP LCNC Top 10 sections for business
users by John McTiernan and Yianna Paris
@punk_fairybread

#BHUSA @BiackHatEvents
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Take the opportunity to champion LCNC
security in your org

AppSec for LCNC apps
LCNC Security Standard:
1. Business users w/ no awareness « Approved use cases
« SDLC
2 No SDLC * Environments
« Testing
: * Monitoring
3. Most controls don't apply . SBOM

4. 10x-100x more apps / year

#BHUSA @BlackHatEvents
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AppSec for LCNC apps

hen a row is added, modified or deleted

1. Business users w/ no awareness
LCNC Is an

opportunity for
more visibility
than ever before

2. No SDLC
3. Most controls don’t apply

4. 10x-100x more apps / year

#BHUSA @BlackHatEvents
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Take the opportunity to champion LCNC

security in your org
AppSec for LCNC apps

1. Business users w/ no awareness

2. No SDLC

3. Most controls don’t apply e The next ¢ da ,
| : "1& \“i s ‘_T/ #

4. 10x-100x more apps / year S WA ;éiw

..,/ 3
one thing o ;,, l

@mbrg0
#BHUSA @BlackHatEvents



& zenity Learn more: github.com/mbrg/talks
Twitter: @mbrg0

Sure, Let Business Users Build Their
Own. What Could Go Wrong?

Michael Bargury @ Zenity
BSidesLV 2023


https://github.com/mbrg/talks
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