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Outline

LCNC SDLC and AppSec

A security perspective on Citizen Integrators

Security governance to enable Citizen Integrators and LCNC AppSec

Learn more
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Low-Code/No-Code SDLC
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The Shared Responsibility Model

The Evolution of the Shared Responsibility
Model in Cloud Computing
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LCNC-SEC-08: Data and Secret Handling

Failures

Low-code/no-
code applications
can store data or
secrets as part of
their "code" or on
managed
databases offered
the platform,
which needs to be
properly stored in
compliance with
regulation and
security
requiréements.

RRRRRRR

AAAAAAA

ate variables tenant_id, AAD_graph_scope, client_id, clien

t_secr

et

D

D

Get

user from aad graph via HTTP

©

6 b ki T Edit
~ Hide
Method *
POST
Select a HTTP method
Request URL™
https://login.microsoftonline.com/ [ tenant_id | Step2 /oauth2/v2.0/token
Provide an absolute URL or relative URL (if Base URL is configured in connection).
Request content type
JSON
The APl endpoint documentation should define what data it expects
Request body
{"client_id": "|[Z1| client_id Step2 ", "client_secret”:"|[=l] client_secret Step2 ", "grant_typ

HTTP request body to send with the request. Learn more

e":"client_credentials”, "scope": " [=] AAD_graph_scope ' Step2

"}




OWASP Top 10 Security Risks for LCNC

1. LCNC-SEC-01: Account Impersonation

2. LCNC-SEC-02: Authorization Misuse

3. LCNC-SEC-03: Data Leakage and Unexpected Conseguences

4. LCNC-SEC-04: Authentication and Secure Communication Failures
5. LCNC-SEC-05: Security Misconfiguration
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LCNC-SEC-06: Injection Handling Failures
LCNC-SEC-07: Vulnerable, Unmanaged and Untrusted Components
LCNC-SEC-08: Data and Secret Handling Failures
LCNC-SEC-09: Asset Management Failures
0. LCNC-SEC-10: Security Logging and Monitoring Failures

7{’ https://owasp.org/www-project-top-10-low-code-no-code-security-risks



https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-01-Account-Impersonation.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-03-Data-Leakage-and-Unexpected-Consequences.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-04-Authentication-and-Secure-Communication-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-05-Security-Misconfiguration.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-06-Injection-Handling-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-07-Vulnerable-Unmanaged-and-Untrusted-Components.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-08-Data-Handling-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-09-Asset-Management-Failures.md
https://github.com/OWASP/www-project-top-10-low-code-no-code-security-risks/blob/main/content/en/LCNC-SEC-10-Security-Logging-and-Monitoring-Failures.md
https://owasp.org/www-project-top-10-low-code-no-code-security-risks
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A Security Perspective on Citizen
Integrators



The rise of Business Technologists

a41% +

Business
Technologists

49%
Technology
“End Users”

i)

6%
Business Unit IT Staff Reporting
Into Divisional or BU CIOs

Corporate IT Staff
Reporting Into the CIO

workato

Business Technologists:

Employees who report
outside of IT departments
and create technology or
analytics capabilities for
internal or external use.

v Citizen Automators

v Citizen Integrators

Gartner
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LCNC-SEC-03: Data Leakage and Unexpected

Lonsequences

Low-code/no-code
apgllcat|o.ns can sync
data or trigger
operations across
multip
creates a path for data
to find its way outside
the organizational
boundary. This means
that operations in one
system can have
unexpected
consequences in
another.

le systems, which
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Security should drive LCNC adoption

Extended visibility into an existing
problem

+ "Copy-paste” integration leads to the

Secure Secret
configuration mgmt.
automated workflows
- The potential for improved visibility is huge
i Audit logs API
- Security teams and LCNC leaders need for a

common language to seize this opportunity

Shadow-IT problem
- LCNC replaces manual processes with
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Security Governance to Enable Citizen
Integrators.and LCNC AppSec



Security governance strategy

Red zone - Production, managed

Green zone -playground
and personal productivity
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Security governance strategy

Green zone - playground and Red zone - production, managed

personal productivity centrally, policy enforced

* No business connectors or * No personal connectors, data
data or accounts

« Vendors can access * No vendor access

* No custom components » Custom components allowed

* Permissive roles e Strict roles

« OWASP top 10 security controls « OWASP top 10 security controls
enforced with grace period strictly enforced (block mode)

(alert mode)



Security governance strategy

Secure CI/CD

* Incorporate security
review into the Peer
Review process

 Leverage security
scanning to support
approval decision B

» Security controls as
deployment gates




Remediation

Facilitate a
remediation process
with RecipeOps

 Notify developer /
security

« Wait for mitigation

» Stop recipe if not
resolved in allocated
time

Projects » % Workspace

> Remediate security violation : Recipe

Remediate security violation -
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Wait for specified length of time

Get issue details from Jira

IF ﬂ Resolved | Step5 | is not present

EE} Stop an active recipe

@ Send email via Workato



Z zenity



What have we seen

« Low Code/ No Code SDLC

* Security needs to be built into the process

* The builder's part of the Shared Responsibility Model
* OWASP Top 10 LCNC Security Risks

» Enable Citizen Integrators with Security Governance
Security should drive wide LCNC adoption

Security governance strategy

Implement governance with automation
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