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Disclaimer
This talk is presented from an attackerɅs perspective with the goal of raising 

awareness to the risks of underestimating the security impact of No Code.

No Code is awesome.



No Code Malware: Windows RCE as a Service

01 Initial access to full operation:
So you want to build a malware op



YouĘre in. Congrats!

Victim Hacker

Initial access
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In the real world
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We wanted to do hacking, not ops
Ã Initial access

Ã Deploy malware

Ã C&C

Ã Exfiltration

Ã Defense evasion

Ã Persistency

Ã Cleanup
ÃɎ
Ã ..
Ã Profit

Malware Ops



Introducing.. Robotic Process Automation (RPA)!

https://www.t-plan.com/rpa-architecture/



Introducing.. Robotic Process Automation (RPA)!

Trusted 
executables

Trusted cloud 
services

Trusted 
communication

https://www.t-plan.com/rpa-architecture/



RPA is everywhere
(in the enterprise)



RPA can take care of Ops for us
R C&C
R Exfiltration
R Defense evasion
R Persistency
R Cleanup

And so much more:
R Handle errors
R Support different OS/versions
R Malware updates
R Aggregate data across machines
RɎ



Outline
ɍ Malware Ops motivation

ɍ What is RPA?

ɍ RPA technical deep dive

ɍ Abusing RPA: RCE as a Service

ɍ Introducing Power Pwn

ɍ Defense: 4 things to do when you get home



Windows RCE as a Service

02 What is RPA?
How anyone can automate 
mundane prcesses



Teenage (MMORPG) life



Grunt 
work 
required
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Profit!



Automation!!



Automation for real



https://youtube.com/clip/UgkxqPRYueIjN24IqUs5iw13meeh7mm3KdNr

Automation for real



Automation via RPA

Why and How?

Å wŜǇƭŀŎŜ άŎƻǇȅ-and-paste 
ƛƴǘŜƎǊŀǘƛƻƴέ

Å Drag & drag builder

Å Emulate user actions 
(mouse/keyboard) to connect 

Å Runs on user machines / 
dedicated servers



Automation in the enterprise

Use cases:

Å Customer service routines

Å Finance payments and 
reporting

Å HR onboarding / offboarding

Å Supply chain keep inventory up 
to date

Å Procurement invoice 
processing

Why and How?

Å wŜǇƭŀŎŜ άŎƻǇȅ-and-paste 
ƛƴǘŜƎǊŀǘƛƻƴέ

Å Drag & drag builder

Å Emulate user actions 
(mouse/keyboard) to connect 

Å Runs on user machines / 
dedicated servers



Windows RCE as a Service

03 RPA Deep Dive



Ěincluded in Windows 11ě

https://powerautomate.microsoft.com/en-us/power-automate-and-windows-11/





youtu.be/Kik9oXu_ -bI

https://youtu.be/Kik9oXu_-bI


Synced 
to cloud













Corp 
network 
boundary



Corp 
network 
boundary





Your machines



Run from cloud



Task status
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04 RCE as a Service
Repurpose RPA to power malware ops



Recall our wish list
Ã Initial access

Ã Deploy malware

Ã Defense evasion

Ã Persistency

Ã C&C

Ã Exfiltration

Ã Cleanup
ÃɎ
Ã ..
Ã Profit

Malware Ops



Hello Pwntoso 



Register victim machines

Can we avoid 
the UI?



Register victim machines

https://docs.microsoft.com/en-us/power-automate/desktop-flows/machines-silent-registration#silently-register-a-new-machine

Sure!

Can we avoid 
the UI?



Hello new machine



Admin required

https://docs.microsoft.com/en-us/power-automate/desktop-flows/machines-silent-registration#silently-register-a-new-machine

ᵮ



Admin NOTrequired

ם



Trigger 
from 
cloud

Set up 
connection

Distribute 
payload Cloud setup



How to avoid active machine users

Attended RPA

Ӧ
Unattended RPA

Create a new local 
user session

Leverage an existing 
local user session



Recap
R Deploy malware

R Defense evasion

R Persistency

Ã C&C

Ã Exfiltration

Ã Cleanup



Windows RCE as a Service

05 Let the fun being.



Data 
exfil 
(start 

simple)
Data exfiltrated 
as flow output



Distribute payload, 
execute and collect 
output from cloud 

Input

Output





1.Instructions

2.Payload

3.Output



Code execution



Oops

Code execution



Code execution

Oops



Code execution ĕtry again

Untrusted

Trusted



Code executionĕtry again

What can we do 
with drag & drop 
primitives only 
(No Code)?



No Code primitives



No Code 
Ransomware



youtu.be/ YDull-krSJI

https://youtu.be/YDull-krSJI


No Code 
Cleanup



Machine to Cloud via the browser

https://docs.microsoft.com/en-in/power-automate/desktop-flows/using-browsers

1. Open browser 
minimized

2. Go to 
flow.microsoft.c
om

3. Hit CTRL+U
4. Extract access 

token from 
header



youtu.be/lY_RzV-4BdI

https://youtu.be/lY_RzV-4BdI


youtu.be/zlF7np18oGI

https://youtu.be/zlF7np18oGI


Recap
R Deploy malware

R Defense evasion

R Persistency

R C&C

R Exfiltration

R Cleanup

And more:

R Creds access via 
browser



Introducing
Power Pwn!


